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U.S. House of Representatives, 
Permanent Select Committ'ee on Intelligence, 

XT X. ^,XT X October U, 1978. 

Hon. Thomas P. O’Neill, Jr., 

Speaker of the House., 

Washington, D.G. 


Dear Mr. Speaker: Pursuant to section 3 of House Resolution 658 
(95th Cong., 1st sess.), I submit the following report on behalf of the 
Permanent Select Committee on Intelligence. The report contains an 
account of the committee’s work in overseeing the intelligence and 
intelligence-related activities of the U.S. Government, as well as the 
results of its investigation into specific areas of concern detailed in 
House Eesolution 658, The couiniittee intends to submit similar reports 
periodically to the House on the intelligence and intelligence-related 
activities of the Government. 

With every good wish, I am 
Sincerely yours, 


Enclosure. 


Edward P. Boland, 

Ohairman, 


Eeport to the House of EErRESENTATivEs by the Permanent Select 
Committee on Intelligence 


introduction 

For the past sixteen months, the House of Kepreseiitatives, through 
its Permanent Select Committee on Intelligence, has been conducting 
a thorough, ongoing examination of the intelligence and intelligence 
related activities of the United States Government. This marks the 
first time such a continuous monitorin|^ of intelligence operations has 
been performed by a full committee of the House. In establishing the 
Permanent Select Committee, (II. Ees. 658, 95th Cong., 1st sess.), the 
House charged it with responsibility for overseeing and making con- 
tinuing studies of the intelligence and intelligence-related activities 
of the government. In addition, the House directed the Select Com- 
mittee to assure that the Executive and Legislative Branches receive 
informed and timely intelligence to supj)ort them in making sound 
decisions affecting the security and vital interests of the nation. One 
of the major functions of the hew intelligence committee is to produce 
annually a budget authorization bill for all the intelligence and intelli- 
gence-related activities of the government. 

Kecognizing the importance of both its oversight and legislative 
responsibilities and the complex and diverse nature of our intelli- 

( 1 ) 
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genco services, the Committee created four subj ommittees to reach 
across and into all aspects of the activities of thC mtellgence agencies. 
Those subcommittees are : 

PtogTO/ffh wfid Budget A^uthorizdiio^f 

Bill D. Burlison, (Democrat, Missemri), Chair mn. 

Norman Y. Mineta (Democrat, California). 

Edward P. Boland (Democrat, Massachusett ). 

J. Kenneth Eobinson (Kepublican, Virginia). 

T,egislation 

Morgan F. Murphy, (Democrat, Illinois), Cha rman. 

Eomano L. Mazzoli (Democrat, Kentucky). 

Edward P. Boland (Democrat, Massachusetts). 

Robert McClory (Republican, Illinois). 

Oversight 

Les Aspin, (Democrat, Wisconsin), Chairman 
Clement J. Zablocki (Democrat, Wisconsin). 

Edward P. Boland (Democrat, Massachusetts). 

Bob Wilson (Republican, California). 

E valuation of PerforTnance 

Charles Rose, (Democrat, North Carolina), Cl lirman. 

Wyche Fowler, Jr. (Democrat, Georgia). 

Edward P. Boland (Democrat, Massachusetts : . 

John M. Ashbrook (Republican, Ohio). 

To support the Committee and its four subt mmittees, a small, 
highly professional staff has been hired. At presep t, there are fourteen 
professionals and thirteen support staff. The staff ncludes people with 
experience in Congressional oversight, experienc within the Execu- 
tive Branch in evaluating the performance of ir telligence activities 
and experience within the intelligence communit; as budget analysts 

and technical experts. j . 

The Select Committee moved quickly to fulfil) its mandate. Even 
before the President submitted his fiscal year^ 1979 budget to the 
Con<^ress, the Program and Budget Authorizati n Subcommittee of 
the Permanent Select Committee on Intelligenci , chaired by Repre- 
sentative Bill D. Burlison (Democrat, Missouri , began a series of 
informational hearings on the National Foreign Intelligence Pro^am 
totaling some 32 hours, in order to familiarize rise Members m detail 
with the activities of our nation’s most sensitive foreign intelligence 
and counterintelligence activities. Once the fisid year 1979 budget 
arrived on the Hill, the Subcommittee began what turned out to be one 
of the most thorough examinations ever given he intelligence and 
inteUigence-related budgets. In all, some 55 hours of hearings were 
held on the fiscal year 1979 budget. 

Recognizing that one of its weightiest function is to ensure that the 
intelligence components of our government opera) e within the bounds 
of our laws, the Oversight Subcominittee, chain 1 by Representative 
Les Aspin (Democrat, Wisconsin) , in November 977 initiated a com- 
prehensive series of hearings — ^many of them ops ii to the public — on 
the Central Intelligence Agency’s relationship ith the media. Tto 
Oversight Subcommittee has also delved deeply i ito the C:^ s covert 
activities program and the mechanism whereby Congress is kept in- 
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formed of such activities. In its examination of covert operations, the 
Subcommittee inspected several intelligence stations abroad, reviewing 
their programs closely. -t • 

Another key aspect of the Select Committee’s responsibilities is to 
consider all legislation which may impact on the intelligence and intel- 
ligence-related activities of the government. This past year saw the 
introduction, consideration and passage of the Foreign Intelligence 
Electronic Surveillance Act (H.R, 7308) which established procedures 
for conducting electronic surveillance inside the United States for the 
purpose of gathering foreign intelligence. This is the first major pi^e 
of legislation to result from the extensive hearings in 1975 and 1976 by 
the Church and Pike Committees. 

The Legislation Subcommittee, chaired by Kepr^entative Morgan 
Murphy (Democrat, Illinois) , carried the responsibility for preparing 
this legislation for consideration by the Committee and the House. 

The question of legislative charters for the components of the intel- 
ligence community continues to be closely examined by the Conmiitteo 
which recognizes that this would be one of the most significant pieces of 
legislation ever to affect the intelligence activities of our government. 

The full Committee realized from its inception that one of its most 
difficult tasks would bo to assure that the intelligence community pro- 
vided high quality and timely support to those who need such support. 
The Evaluation Subcommittee, chaired by Eepresentative Charles 
Rose (Democrat, North Carolina), has attacked this problem by pur- 
suing a variety of studies focused on key aspects of the intelligence 
process. A constant thread running through virtually all of the Sub- 
committee’s efforts has been the problems which have arisen from the 
vast increase in recent years in amounts of data being collected, 
primarily by highly technical systems. Processing and evaluating this 
immense flow of data has presented the intelligence community with 
certain technical difficulties and with even more intransigent man- 
agerial problems. The Evaluation Subcommittee has held a series of 
briefings and hearings on automated data processing and both Mem- 
bers and staff have spent many hours visiting automated data process- 
ing facilities and in discussions with managers of such systems in an 
effort to ensure improved management through more commanality and 
less duplicative efforts in this field. 

The full Committee expressed its concern over these matters in the 
classified annex to the bill authorizing appropriations for fiscal year 
1979 (H.R. 12240; H. Kept. 95-1075, Public Law 95-370). The annex 
which is incorporated by reference in the statute has the force and 
effect of law. 

The Committee has also interested itself in a wide variety of other 
issues which impact on the effectiveness of our intelligence services. 
These issues range from an investigation into the steps the Executive 
Branch is taking to protect the communications of both private citizens 
and the government from being intercepted by foreign powers operat- 
ing within the United States to an examination of the possible adverse 
impact on the intelligence services of certain provisions of the Civil 
Service Reform Act. The Committee has been working closely with the 
Executive Branch in an effort to develop a joint approach to stemming 
the flood of unauthorized disclosures of classified and sensitive intel- 
ligence information. The Committee has also focused its attention on 


Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 



Approved For Release 2004/03/25 :piA-RDP81M00980R003000090048-8 

the problems of foreign terrorism, international i arcotics traffic and 
the entry of known or suspected terrorists and K xB agents into the 
United States. 

That is a brief summary of the major actions take r by the Permanent 
Select Committee during the past sixteen months. Further details are 
provided in the body of the report. 

COMMITTEE ORGANIZATION 

The Committee recognized from the first that m order to do the job 
the House had given it, an atmosphere of trust had to be develop be- 
tween the Committee and officials of the intelligenc ? agencies. Without 
that trust, the Committee realized it would have a viitually impossible 
task in getting the information it would need. 

At the same time, the Committee realized that ui order to exercise 
vigorous oversight over the intelligence activities >f the government, 
there must, of necessity, be an adversarial relath nship between the 
Committee and the intelligence agencies. 

One key element of the relationshij) of trust wc aid be the way the 
Committee would go about picking a staff; another would be the way 
the Committee would handle classified information The Chairman has 
insisted on a full background investigation by the Federal Bureau of 
Investigation of each prospective staff member before he grants a TOP 
SECRET clearance. He has also made certain tha' each staff member 
who is granted access to sensitive intelligence in ormation has met 
requirements comparable to those established by tht^ Director of Cen- 
tral Intelligence for Executive Branch employees' access to such in- 
formation. In addition, each staff* member as a condition of employ- 
ment must execute an agreement with the Commii tee not to disclose 
any classified information acquired while an empl yee of the Perma- 
nent Select Committee on Intelligence except as authorized by the 
Committee in accordance with clause 7 of House Rule XLVIII (H. 

Res. 658) and the Committee rules. 

As to physical security, the Committee invited iv c Director of Cen- 
tral Intelligence’s Chief of Security to inspect its Si cure storage facili- 
ties and to certify that they meet the Director of Gt itral Intelligence’s 
requirements for the storage of sensitive intellige i ice material. That 
certification was acquired. 

Thus far, the heads of most intelligence entith a have been forth- 
coming in their dealings with the Committee and liey have provided 
the Committee information that has been request ^d, altliough there 
have been one or two occasions where it required # /eral efforts before 
the requested information was forthcoming. The C ommittee will con- 
tinue to insist that it be given access to all the in ormation which it 
needs in order to carry out the responsibilities as igned to it by the 
House of Representatives. 

The National Security Council and the White House Staff have 
taken the position that they will not turn over to th^*- Committee copies 
of Presidential decision memoranda on intelligmce activities al- 
though they will allow Committee Members and staff to read such 
decision memoranda and to make notes on them. *! he Committee ap- 
preciates the offer to allow its Members and staff to read such docu- 
ments which are key to an understanding of the President’s intelli- 
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gence policies. The Committee believes, however, that it would be more 
in the spirit of the President’s own Executive Order 12036 for such 
documents to be provided to the Committee for its reference and use. 

STUDIES 

H. Ees. 658 which created the Select Committee also directed it to 
conduct a study consisting of some eight separate components. 

Section 3, (a) of House Eesolution 658 states that; 

The Permanent Select Committee on Intelligence shall 
make a study with respect to the following matters, taking 
into consideration with respect to each such matter, ^ all 
relevant aspects of the effectiveness of planning, gathering, 
use, security, and dissemination of intelligence : 

(1) the quality of the analytical capabilities of United 
States intelligence and intelligence-related activities 
and means for integrating more closely analytical in- 
telligence and policy formulation ; 

the extent and nature of the authority of the de- 
partments and agencies of the executive branch to^ en- 
gage in intelligence and intelligence-related activities 
and the desirability of developing charters for each in- 
telligence agencj^ or department; 

(3) the organization of intelligence and intelligence- 
related activities in the executive branch to maximize the 
effectiveness of the conduct, oversight, and accountabil- 
ity of intelligence and intelligence-related activities; to 
reduce duplication or overlap ; and to improve the 
morale of the personnel of the intelligence and intelli- 
gence-related agencies ; 

(4) the conduct of covert and clandestine activities 
and the procedures by which Congress is informed of 
such activities; 

(5) the desirability of changing any law, House rule 
or procedure, or any Executive order, rule or regulation 
to improve the protection of intelligence secrets and pro- 
vide for disclosure of information for which there is no 
compelling reason for secrecy ; 

(6) the desirability of establishing a joint cominittee 
of the Senate and the House of Representatives on intel- 
ligence and intelligence-related activities in lieu of hav- 
ing separate committees in each House of Congress, or 
of establishing procedures under which separate com- 
mittees on intelligence and intelligence-related activities 
of the two Plouses of Congress would receive joint brief- 
ings from the intelligence and intelligence-related 
agencies and coordinate their policies with respect to the 
safeguarding of sensitive intelligence information ; 

(7) the authorization of funds for the intelligence and 
intelligence-related activities of the Government and 
whether disclosure of any of the amounts of such funds 
is in the public interest ; and 
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(8) the development of a uniform s of definitions 
for terms to be used in policies or guidelin s which may be 
adopted by the executive or legislative 1 ranches to gov- 
ern, clarify, and strengthen the operatic: of intelligence 
and intelligence-related activities. 

(b) The Permanent Select Committee on Intelligence 
shall report the results of the study pro\ ded for by this 
section to the House, together with any tf commendations 
for legislative or other actions as it defe is appropriate, 
not later than the close of the Ninety -fifi i Congress, 

The following is submitted in response to the above direction. 

QUALinr 

The Subcommittee on Evaluation, chaired by Kei»resentative Charles 
Eose (Democrat, N.C.), has taken the lead for full Committee in 
assessing the quality of the analytic capabilities of our intelligence and 
intelligence-related activities and in examining up' ans for integrating 
more closely analytic intelligence and policy foonulation. This is an 
enormous and complex subject and obviously the. Committee in its 
little more than one year in existence has only scrit ched the surface in 
reviewing all the analytic capabilities of the govei omenPs intelligence 
activities. 

Thus far, the Committee has focused on organizational and manage- 
ment issues as they impact on the efficiency and eitectiveness of intel- 
ligence to provide support to its users. Tt has also examined a number 
of substantive intelligence products such as the F itional Intelligence 
Estimates and reviewed reporting on such troubi"* spots as Somalia/ 
Ethiopia and most recently Nicaragua. While it finds the reporting 
generally responsive to user requirements, it has 0 so found that there 
may be considerable room for improvement— esp cdally in such areas 
as estimating, forecasting and trend analysis reporting. It plans a 
detailed study of this problem during the comip|r year. 

Having examined the relationship among collection, processing and 
analysis in selected areas, the Committee notes tha the attention of the 
intelligence community appears to be directed pri larily to increasing 
collection, while other fundamental problems go rt iatively unattended. 
These include analytical problems which cannot 1 * attributed to lack 
of data. 

The Subcommittee on Evaluation has, however', examined several 
topic areas in depth, areas chosen because their scope and impact 
affect a wide range of intelligence and policy matte rs. 

One such area is called “Warning”, i.e!, the r nige of intelligence 
collection, processmg, analysis and reporting of dat a which is intended 
to provide our policy makers sufficient lead time bt bre an event occurs 
to develop our own course of action to either det r, alter or respond 
to the impending development. The Subcommit iee on Evaluation’s 
study of the performance of 'warning intelligenci has examined the 
warning process in some detail, focusing on lessor • learned from past 
crises such as Pearl Harbor, the Korean War, the < '!uba Missile Crisis, 
the Soviet invasion of Czechoslovakia and the 197S Mid-East War. One 
major conclusion of this study is that great improvements have been 
made in the collection, processing and dissemina lion of data useful 
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in the warning process but that improvements in analysis the inte- 
gration oi analysis with policy formulation have lagged far behind. 

By sharing the findings of the Subcommittee with the Executive 
Branch, and entering into a dialogue on these issues, the Committee 
has already seen a positive step taken to provide a leadership focus 
for warning in the intelligence community. This was a direct result 
of the Committee calling this inadequacy to the attention of the Di- 
rector of Central Intelligence. , . , 

During its inquiries into the quality of intelligence, the L/ommittee 
has found one continuing and persistently troubling issue wherever 
it has looked— namely, what is the requirement for any particular 
intelligence activity? To make a judgment as to whether or not a, spe- 
cific component of the intelligence community is performing its func- 
tion adequately, it is imperative to know what requirements the user 
has levied on that component. The Committee has found to be ineffec- 
tive the efforts of the Executive Branch to identify gaps m, and take 
steps to satisfy requirements for, collection or analysis. 

The Department of Defense has created a new position, that of the 
Deputy Under Secretary for Policy, who is charged with the valid^ 
tion of intelligence requirements. The Intelligence Community Staff 
is also studying this problem on behalf of the Director of Central 
Intelligence. Likewise, the Policy Keview Committee of the Natijmal 
Security Council is charged by Executive Order 12036 with establ^h- 
ing “requirements and priorities for national foreign intelligence. The 
Committee will be looking closely during the coming year at those 
Executive Branch efforts which attempt to determine requirements 
and upon which an evaluation of the effectiveness of our intelligence 

activities can be built. . 

The Committee also notes that the sub]ect of requirements is an 
enormously complex one and one which the steps taken to date by the 
Executive Branch may not resolve. The Committee points, for example, 
to the fact that the National Security Councirs Policy Review Com- 
mittee is restricted to establishing requirements and priorities for na- 
tional” intelligence. Eesponsibility for assigning priorities among 
requirements for both tactical military and “national” intellmen^ 
apparently has not been assigned to any official or group of officials 
within the Executive Branch nor is there any provision for the rapid 
and smooth transition from a peacetime environment to a wartirne 
footing where intelligence requirements and management is concerned. 

The Committee intends to look deeper into these issues in the coming 
year. 

LtIGTSLATIVE CIIAKTERS 

A key aspect of the present structure and functioning of the nation’s 
foreign intelligence activities is the fact that only the Central Intel- 
ligence Agency of all the elements engaged in foreign intelligence has 
been created by legislation. The National Security Agency and the 
Defense Intelligence Agency have been operating for years without 
legislative charters. Further, the CIA charter consists only of a few 
paragraphs in the National Security Act of 1947 and a subsequent 
CIA Act of 1949 which largely addressed itself to administrative de- 
tails. For the most part, authority for the conduct of foreign intel- 
ligence and counterintelligence collection, dissemination, and analysis 
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is contained in Executive Order 12036 signed by I’resident Carter on 
January 26, 1978. After its own examination of tlus issue, the Senate 
Select Committee on Intelligence found a need for legislation which 
would authorize the activities of the various inteldgence elements of 
the United States Government and which would restrict or prohibit 
certain specific activities. To that end, the Senai* Select Committee 
introduced a comprehensive legislative charters bDi in 1978 (S. 2525). 

An identical bill, H.E. 11245, was introduced in t he House. 

The House Permanent Select Committee on Intel 'igence believes this 
subject is important enough to deserve a thorough 3 6 view. To that end, 
a thorough staff examination has been schedulf 1 to examine this 
matter in detail. Additional briefings and a full e-oraplement of hear- 
ings will be scheduled in the next Congress. Once the Committee has 
cc^pleted its investigations and hearings, it will be able to decide 
what legislation to recommend to the full House. 

IMPROVE MAKAOEMENT 

Ifeecutive Order 12036 attempted to establish ellhctive mechanisms 
within the Executive Branch for overseeing the ini elligence activities 
establishing an Intelligence Oversight Board 
and by assigning specific responsibilities to the In pectors General of 
the intelligence agencies. It also acknowledged ti role of Congres- 
sional oversight committees. In addition, Executiv Order 12036 gave 
greater responsibility and authority to the Director of Central Intel- 
Imence for the preparation of the national foreign intelligence budget, 
thus enabling him better to reduce unnecessarv duplication and 
overlap. 

HowOTer, modem technology has to a considenible degree blurred 
the distinction between so-c^Ied ^hational” intellii^ence and “depart- 
mei^aP or “i^ticaF intelligence. Thus, by limiti ng the Director of 
Central Intelligence s budget authority to “national” programs, a sub- 
stantial portion of the nation’s intelligence activite are not controlled 
centrally nor is there an adequate mechanism to gus rd against unneces- 
saryduphcation and overlap between those activities controlled by 
the Director of Central Intelligence and those con I rolled by the Sec- 
retary of Defense. The Committee has made no decif^on as to the merits 
o± giving the Director of Central Intelligence aijihoritv over more 
than ]ust the ‘national” programs and notes that In Executive Order 
12036 the President excluded the Director of Centra! Intelligence from 
exemsmg any role in the tactical military intelliger^ce area. The Com- 
mittee believes, however^ that this subject merits further examination 
in connection with consideration of legislative charters for the intel- 
ligence agencies. 

The Committee examined the management of int lligence and intel- 
ligence-related activities during several days of he< .rings and through 
an additional in-depth review of management prot 'dures in conjunc- 
tum with the authorization of the fiscal year 1979 intelligence and 
intelligence related budget. 

p® management of intelligence analy sis and production, 

the C^mittee devoted its attention to the Hatioh il Foreign Assess- 

established to assist the ltii*ector of Central 
Intelligence in this area. However, no specific proci ss or structure for 
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achieving increased productivity and improved quality of analysis 
pmer 2 *ed from this examination. 

As noted earlier, the Committee found inadequate management 
the area of “warning” intelligence and it called upon the Director of 
Central Intelligence to create a full-time position with clear responsi- 
bility for warning. One of the problem areas involved in the warning 
piSss which the Committee identified is less than free exchange of 
mformation between intelligence producers and decision or policy 

” Thfcommitteo also oncovered the lack of an eftective manag^ent 
miSaidsm for making certain that them am ™ 

tions or overlaps between intelligence collection systems under tn 

control of the Director of Central Intelligence and those of the Sec- 
retarv of Defense. The Committee has expressed its concern over this 
man^ement shortcoming and has informed the Secretary of 
and tie Director of Central Intelligence that it expects 

developed and implemented the necessary trld^offs bf- 

validate intelligence collection requirements and affect trade-offs be 
tween different collection systems by 1979. ^ 

The Executive Branch has implemented a set Proceduies to ^ov^ 
ern the application for and approval of so-called special aetouties 
which the so-called Hughes-:^yan Amendment (.22 U.S.a 2422) de 
fines as Central Intelligence Agency operations in foreign countries, 

“other than activities intended solely for ^tami^ ^cessary intel- 
ligence.” Under the provisions of Hughes-Ryan, ^ 

fiSd that each such operation “is important to the 
the United States” and he must report, in a timely ^ 

tion and scope of such operation to the appropriate committees of the 

^*As^om "result of the investigations of the Pike Committee and the 
Church Committee, the Secretary of Defense has created an Injec- 
tor General for Defense Intelligence to oversee the activities of intel- 
ligence components of the Dejnse Department. 

Congressional and Executive Branch investigations, the Central In- 
telligence Agency has strengthened its Inspector G jeral s office. 

As noted earlier, the Committee found inadequate man^em jt in 
the area of “warning” intelligence and it called upon the Director of 
Sntral Intelligence to create a full-time position with cle j responsi- 
bility for warning. One of the problem areas involved in the warning 
process which the Committee identified is less than free exchange of 
information between intelligence producers and decision or policy 

The Oversight Subcommittee has found that those in the Executive 
Branch who have responsibility in the area of intelligence and intei- 
liffence-related activities have a much heightened awareness of the need 
for such activities to be conducted within the law and app joriate 
Executive Branch regulations. In fact, some testimony asserted thj 
current Executive Branch guidelines were too restrictive and that CIA 
and FBI operators are being unduly hampered in the pCTtormance 
of their duties. Testimony was also received to mdicate that gaps exist 
in current laws and guidelines which could allow abuses to creep back 
in a different political climate. The Committee intends to pursue both 
of these areas in more detail. 
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In sum, the Executive Branch is much better o rganized at present 
than ever before to conduct its own oversight ovej intelligence and in- 
telligence-related activities. The Congi-ess, howeve r, must continue to 
bear a considerable burden in this area. 

The Oommittee also recognizes that restrictions i mposed by a Presi- 
dent can lifted or ignored by a President. Therefore, the Commit- 
t^ IS diligently reviewing legislative restrictioiu those proposed by 
the Senate Select Committee in S. 2525/H.E. 13 tio, and those pro- 
posed in hearing before the House Permanent Select Committee on 
Intelligence during the 95th Congress. The Co?amittee anticipates 
that, given the scope and importance of this subjtrt, further hearings 
Md consideration on this subject will be conduced during the 96tk 
Congress. 

The Committee found that considering the buft ting that the intel- 
ligence agencies and their personnel have been thrc ugh in recent years, 
morale m general tends to he good. The Commit! re believes that the 
morale of intelligence officers generally is reflect! e of their own ap- 
p^ciation of the worth of their activitic^s and of tl le general regard in 
which they are held by the American public. Kevehirions that some ele- 
m^ts of the intelligence community; liad engaged n illegal activities 
nat 11 rally affected the regard in which the public, the CongreSvS and 
t^ mema held intelligence professionals as well as ! le way intelligence 
officers looked at themselves. Morale was bound to fall ih the wake of 
such revelations and the public att(mtion which as focused on the 
hitherto secret activities of our intelligence operativrs. 

The Committee believes that the best remedy will lie in a period of 
demonstrated highly professional conduct on the part of our intel- 
ligence personnel. Only by their actions can confidence in their profes- 
sionalism be restored. This may take time since as 1 as been noted fre- 
quently— their failures are trumpeted but their successes must remain 
shrouded in secrecy. This Committee is doing its ij .art to ensure that 
the performance of our intelligence agencies is in a cordance with our 
laws, IS highly professional and, is acknowledged , ublicly as vital to 
our national interest. 

COVERT ac:tions 

When the Central Intelligence Group (the ClA*- predecessor) was 
estabmhed in J anuary 1946, its primary mission wm to provide Tresi- 
dent Truman an independent evaluation of the igi diligence collected 
by the various departments of the government, fi fore the year was 
out, however, intelligence collection remnants of tlie World War II 
Office of Strategic Service (OSS) were added to he Central Intel- 
ligence Group. Soon after the Central Intelligence Agency replaced 
the Central Intelligence Group in 1947, the Office q f Policy Coordina- 
tion was created to direct covert political and parar ilitary operations 
conducted by CIA. The Cold War and the hot Korean War resulted 
in a major expansion of CIA’s “covert action” programs to the point 
of consuming a significant portion of CIA’s budget. 

The covert action program remained a major part of CIA’s activities 
throurfiout the 1950’s and 1960’s. With the United itates withdrawal 
from Southeast Asia and the opening of the era d I detente, plus in- 
creasing criticism of such activities from Congress, the covert actions 
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program' declined drastically in the mid-p70’s. 

dechne— and to some extent occasioning it— has been the development 
S iSemeSation of procedures for the review and approval of 
covert or “special” activities within the Executive 

examole the so-called IIughes-Eyan amendment (22 U.b.U 
£ tirFoW^ Assistance Act of 1974 established the legislative re- 
Vireraent fof i Presidential finding that 

tant to the national security and ^at each such ^ » 

to the anoropriate Committees of Congress “in a timely tasnion. 

The (^TCrsight Subcommittee conducted an extensive and in-depth 
exLiination of the covert action program of the Central Intelligence 
Anencv the authorities for the conduct of such operations, the pro- 
cedures’ within the Executive Branch whereby such_ activiBes are 
annroved and the process by which Congress is informed of simh * 
iti£. A detailed c^ssified study on this subje^ has been produced by 
the Committee. The House should know that the Comniittee has * 
tered with the President its critical analysis of several aspects of the 
Sent covert action program. As a result, the Attorney General and 
the Director of Central In^ligence have been engaged in a dialogue 

with the Committee over this matter. . 

Thp Committee found a rather elaborate mechanism within 
Executive Branch to review and approve each covMt action proposal. 

At the top of this mechanism is the President who, under the pro- 
£sions oAhe Hughes-Ryan Amendment to the Foreign Assistance 
Act must find each such operation is important to the national sera- 
rity and he must report a description and scope of each su^ operation 
to the appropriate Committees of Congress. Advising the Pre^dent on 
this su^ect IS the Special Coordination Committ^ of the Naticmal 
SecuriJ Council, chaired by the Assistant to the ^ ^Jf 

tional Security Affairs with membership consi^mg of the Secretary ot 
State the Secretary of Defense, the Attorney General, the Director of 
£e dfiice of Management and Budget, the Chairman of the Joint 

a timely fashion or in efforts to circumvent both those procedures and 
the Hugjies-Ryan Amendment requirements by interpreting the latter 
too looldy. The Attorney General and the Director of Central Intel- 
ligence have assured the Committee of their willingness to work with 

the Committee to resolve those difficulties. 

In essence, the Subcommittee study on Covert Action highhghted 
the following points. Executive Order,12036 which governs the con- 
duct of United States intelligence activities defines special activities 
or covert actions as those activities : 

. . . conducted abroad in support of natmnal :^reign 
obiectives which are designed to further official United States 
programs and policies abroad and which are planned and 
executed so that the role of the United States Government is 
not apparent or acknowledged publicly, and functions in sup- 
port of such activities, but not including diplomatic activity 
or the collection and production of intelligence or related sup- 
port functions. 
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Also, the Committee study notes that while Ext eutive Order 12036 
provides that the President can assign covert or ‘ispecial” activities to 
cm intell^ence agency other than the Central Intiiligence Agency, the 

applies only to the co^ ^rt activities of the 
i^IA. Ihiis, in the future, if a President desires not to inform the Con- 
flirci 1 ^ operation, he can assign it to a|; agency other than 

SJ^CRECY LEGISLATION 


One of the most complex and troubling proiilems affecting the 
‘oper functioning of our rifttion^s mf.AliinrAnr>£» CAi ? ATI one? 


proper functionin 
crecy. On the one 


of our nation^s intelligence si : vices is that of se- 

land, our government seems hm d pressed to keep a 

^cret, no matter how sensitive or how damaging pi blic disclosure may 
6 to the nation’s security. On the other hand, t^e j assification system 
otten seems incapable of discriminating between: nformation which 
ouglit to be classified and that which ought to be ril -ased to the public, 
liGgislatioa in this ai-ea is spotty and infrequa tly used and then 
only in cases where classified government inf orinj^i on is being passed 
to a foreign government in violation of 18 U.S.C1 793 and 794. How- 
ev(^, intelligence agencies are reluctant to see pi osecution of cases 
under the espionage laws where intelligence sourl s are involved be- 
cause discovery rights of defendants may require ALgencies to disclose 
additional classified material in order to convict sbineone under those 
laws. hiVen under 18 TT.S.C. 798, which makes di^msure of classified 
cryptologic information to unauthorized persons criminal offense, 
and which does not require the government to prod ice the underlying* 
document or information to prove intent to harm th national interest 
the government the very fact of its prosecniion must confirm 
tile veracity of the leaked information, i.e., tha it was obtained 
via ciy ptologic methods. In short, it would have t > confirm the leak 
and thus nsk losing the source and— in the case of Intercepted foreign 
diplomatic messages— risk causing an international’ ' icident. 

Alorewer, th? current classification system is roofd in an Executive 
Order (it.0. 12065) , not in legislation. Atomic cnerfc v information and 
the ahove-mentioned cryptology are the only areti . specifically pro- 
tected by legislation. • 

Committee hearings this year indicate that the pt sent classification 
system is widely ignored and appears to be held in ] oor esteem by the 
very pecyile it ^eks to regulate. Executive Order ISm lists three cate- 
gorie^t classificafion : “TOp Secret,” which applies re information the 
unanthorized disclosure of which reasonably could h expected to cause 
exceptionally grave_ damage to the national securiki ; “Secret,” which 
i-efers to information the unauthorized disclosure of which could 
reasoim bly be expected to cause serious damage to tKr national security 
and Crenfidential,” which is information which, if iisclosed to unau- 
thorized persons, could reasonably be expected to aiise identifiable 
damage to the national security. 

problem seems to be that there is widespi ad disagreement 
among those who have been cleared for access to classified informa- 
tion as to whetliOT or not there would indeed be any ianiage to the na- 
tional security if certain information were disclose i. In manv cases 
disrespect for the classification system stems from ti i fact that senior 
Administration officials (as in every recent Admirii itration) disclose 
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classified information whenever they believe such disclosures will help 
them win a bureaucratic battle within the Admmistration or a budget 

battle with Congress. _ , , x ..t. 

Disrespect for the classification system has led to the current situa- 
tion in which many people who have or who have had access to classi- 
fied information fee] no compunction about deciding tor themselves 

what information ought to be disclosed and to whom. 

Another aspect of the secrecy issue relates to the nondisclosure 
agreements which some but not all intelligence agencies require new 
employees to sign as a condition of employment. It is this type of agree- 
ment which allowed the Justice Department to take Frank bnepp w 
court for publishing his account of the fall of Saigon without su^ 
mitting it to the CIA for review. The CIA argues that it needs 
nondisclosure agreements in order to prevent the inadvertent or 
purposeful disclosure of classified information. Others argue that ^cn 
agreements amount to a “gag-rule” and infringe upon the right o± 

CIA employees to freedom of speech. „ , xi /-< -aj. 

In an effort to bring some order out of this chaos, the Committee 
will hold a series of hearings in order to assess the present atuation 
and to determine why eurrent laws do not seem to be used. 1 he Dorn- 
mittee will attempt to determine if statutes can be written which would 
both be used and at the same time protect both the constitutional rights 
of the accused and the need of the government to limit the damage 
done by the original disclosure. As part of this effort, the Coinmittee 
is seeking to determine which categories of national security informa- 
tion are so sensitive that they merit being protected by special legisla- 
tion Advice will be sought from current and former officials in the 
White House, the Departments of State and Defense, the pr^ent and 
former Directors of Central Intelligence as well as knowledgeable 
officials from the Justice Department and other agencies dealing with 

classified information. , xj.ta- jai. 

The Committee inquired of the Department of Justice and the uen- 
tral Intelligence Agency what is being done about the continuing 
efforts of Philip Agee to publish the identity of CIA clandestine 
operators. From discussions with representatives of both Justice and 
CIA it was apparent that it is very difficult to determine how best to 
proceed in cases such as that posed by Agee. Moreover, there was no 
unanimity within the Executive Branch as to whether new legislation 
is needed in such cases or as to what kind of legislation might be 
needed. The Committee urged the Executive Branch to do all that it 
can under existing law to protect our intelligence agents from dis- 
closure and to bring to the Committee any new legislation proposals 
which it deems necessary in the field of protecting intelligence sources 
and methods from unauthorized disclosure. 


JOINT COMMITTEE ON INTEIXiIGENCE 

The charters of the Senate Select Committee on Intelligent and 
the House Permanent Select Committee on Intelligence charge the two 
Committees with very similar tasks in both the oversight fmd 
legislative areas. Consequently, there is considerable opportunity for 
duplication of effort on the part of the two Committees. That may be 
appropriate when for example, in the annual budget authorization 
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process, the two Conomittees take independent loc ks at the President’s 
budget request for intelligence activities, report separate bills to tlieir 
respective Houses and then go to conference to re olve any differences. 

It can be argued tliat since each House of Cob ^ress has its own re- 
sponsibilities, each should have its own Cominitc e to oversee the in- 
activities of the Federal government. \ counter argument 
against having two stjparate intelligence oversigl c committees is that 
the probalnlity of leaks of sensitive intelligence li formation increases 
in proportion to the number of people who are gi •, en access to such in- 
formation. According to this argument, the chan *e of leaks, whether 
inadvertent or purposeful, would be reduced by i ^ducing the number 
of Members of Congress and staff members havh Jis access to sensitive 
intelligence. 

Certain practical problems would face any e£^ at present to estab- 
lish a Joint Committee on Intelligence. One major issue would concern 
the extent of that committee’s charter. The Hoff ii Permanent Select 
Committee on Intelligence is chaigcd with oversight over and the 
preparation of annual authorization for the inter ligence and intelli- 
gence-related activities of the government, Intell i i^eiice-related activ- 
hies are defined by the Secretary of Defense and the Joint Chiefs of 
fetaii as : 


Those activities outside the Consolidated Defense Intel- 
ligence Program which : 

(a) Kespond primarily to operations I commandei^s’ 
tasking for time-sensitive inf onnatfo i on forei<m 
entities ; ^ 

. (b) iiespond to national intelligence community task- 
ing of systems whose primary mission is support of 
operating forces ; 

(c) Train personnel for intelligence dfft: les ; 

(d) Provide an intelligence reserve ; of 

(e) Are devoted to research and devohmient of intel- 
ligence or related capabilities. Specificall v excluded ai‘e 
programs which are so closely integrated with a weapon 
system that their primary function is lo provide im- 
mediate use targeting data. Activities included in the 
intelligence-related category ai*e containlki in the regular 
Department of Defeiise budget rather tl jui in the I^a- 
tional Foreign Intelligence Program bud^ I. 

The resclution creating the Senate Select Committee (S. Ees 400) 
however, does not provide it the same broad audiority over infel- 
l^eiwe-relat^ activities as does Rule XLVIll the ‘House. Any 
effort to establish a jomt committee would ha /e to resolve this 
difference. 


As for joint briefings, some progress has been mitde in this area. On 
several occasions Members of one Committee have b sen invited to sit in 
on briefings arranged by the other. In addition, the two Committees 
have ai^greement on the safeguarding of classifietl material provided 
by one Committee to the other. 


Some concern, however, has been expressed on thr part of the Senate 
n implications of House Rule XI which s ates in part that: 
(2) All committee hearmgs, records, data, charts, feud files . . . shall be 
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the proper ty of the House and all Members of the Plouse shall have 
access thereto, . . That issue would have to be addressed if a joint 
committee were to be established. 

_ For the immediate future, the Committee believes it best to con- 
tinue to arrange, where possible, joint briefings with the Senate Select 
Committee, to exchange with the Senate Select Committee, where ap- 
propriate, transcripts of briefings and hearings and Committee studies 
and reports. 

DISCLOSTJKE OF INTELLIGENCE BUDGET 

One question which has vexed the Congress for several years is 
whether or not it is in the public interest to disclose the total amount of 
funds appropriated each year for the nation’s intelligence activities. 
The full Committee made an extensive study of this matter, including 
two days of open hearings. Testifying on this suMect were distin- 
guished Members of Congress, former intelligence officials, recognized 
constitutional scholars, current officials from the Executive Branch 
and interested citizens from the public sector. 

Testimony was received to the effect that the Constitution leaves it 
up to the Congress to decide what degree of specificity of detail will 
suffice to satisfy Article I, Section 9 which states that : . a regular 

statement and account of the receipts and expenditures of all public 
money shall be published from time to time.” 

Witnesses also noted that Article I, Section 5, clause 3 : “Each house 
shall keep a journal of the proceedings and from time to time publish 
the same except such parts as may in their judgment require secrecy” 
was used early in the Kepublic to keep certain appropriations secret. 

Other witnesses urged the disclosure not only of the total appropria- 
tion figure for the National Foreign Intelligence Program but for each 
component as well, i.e.. Central Intelligence Agency, National Security 
Agency, Defense Intelligence Agency, etc. They argued that the public 
has a right to know how its money is being spent and they doubted any 
harm would be done to the national security by such disclosures. Ad- 
ministration witnesses testified that the Adininistration would not 
object to the disclosure by Congress of the total budget figure for the 
entire National Foreign Intelligence Program but ttiey warned that 
the disclosure of further details could assist foreign intelligence 
analysts to focus on certain elements of the budget which wiU disclose 
the techniques by which the United States intelligence agencies accom- 
plish their missions. 

Testimony was also heard that it would be difficult, if not impossible 
to hold the line at releasing just the total figure for the National For- 
eign Intelligence Program. Interested parties wiU want to know more 
and more details. It was also brought out at the hearings that no other 
country publicly discloses what it spends on intelligence operations. 
Reference was also made to the fact that the full House in 1975 rejected 
by a vote of 267 to 147 publishing the budget of the Central Intelligence 
Agency. 

After considering all the testimony and after reviewing previous 
debates on this issue in both Houses, the full Committee agreed unani- 
mously that it could find no persuasive reason why disclosure of any or 
all amounts of the funds authorized for the intelligence and intel- 
ligence-related activities of the government would be in the public 

IL Kept. 95-1795 3 
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interest. Instead, the Committee concluded that disSlosure of any such 
amount of funds would inevitably lead to pressures "or the disclosure 
of additional levels of detail regarding the budgeti and activities of 
our intelligence agencies, information which the G unmittee believes 
should remain classified in the interests of the natioi ial security. 

In its unclassified report to accompany the bill a rthorizing appro- 
priations for fiscal year 1979 for the intelligence and intelligence- 
related activities of the United States Government. ( II. Eept. No. 95- 
1075, Part 1), the Committee noted that in makin| this judgment it 
fully contemplates that its own continued oversi|:iit activities, the 
drafting of charters legislation for intelligence agent ics and the annual 
budget authorization process will provide ample, n&m ied accountability 
from intelligence agencies. It further noted that th ■ Committee’s re- 
ports and recommendations in this area will be maci i available to the 
House. 

The Committee further expressed its opinion th i. whether and to 
what extent budget disclosure is constitutionally m# dated is a matter 
of policy which the Congress is best qualified to lifnige. Budget dis- 
closure, like any other issue involving the national security, must be 
considered in the full context of controlling circurci "ances. The Com- 
mittee found compelling evidence to convince it that disclosure of 
budget information as to the intelligence and iluelligence-related 
activities of the government is not justified in the unmediate future. 
However, this is a judgment that the Committee #11 have to revisit 
from time to time to determine whether a reassessni nt of its position 
is required. 

TJNnX)RM: SET OF DEFINITIOi^S 

One of the first problems the Committee faced vhen it began to 
study the operations of the intelligence services of otr government Avas 
understanding the argot used by practitioners of th clandestine arts, 
particularly their version of bureaucratic acrbnymit Thus, Committee 
Members were beset with briefings replete with refer nces to the NFIP 
(National Foreign Intelligence Program), GDIP ; { General Defense 
Intelligence Program)^ CCP (Consolidated Crypt logic Program), 
NFAC (National Foreign Assessment Center), Nf FC (National In- 
telligence Tasking Center), COINS (Community Online Intelligence 
System), FIS (Foreign Instrumentation Signals), A CINT (Acoustic 
Intelligence), SIGINT (Signals Intelligence), Ef INT (Electronic 
Intelligence) and the like not to mention the plet|r>ra of codewords 
designed to protect intelligence products and systenl ^ 

The Committee has been waging a steady campaf en against the un- 
necessary use of acronyms, but victories tend to be fr w and shortlived. 
The proliferation of such jargon has reached the; 4age where even 
those steeped in the lore of intelligence are having tr| able communicat- 
ing with one another. In an effort to bring some ordbi out of this chaos, 
if not to restrain the process, the National Fo| - ign Intelligence 
Board — a group of senior intelligence officers from ti e various organi- 
zations of the intelligence community who act as divisors to the Di- 
rector of Central Intelligence — compiled the attach^ I Glossary of In- 
telligence Terms and Definitions. The Committee this as a first 
effort at understanding the acronyms and the defi dtions of certain 
terms commonly used by intelligence officers. 
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AtmiORIZATION OF FUNDS 

To effectively conduct oversight of the clandestine activities of the 
nation’s intelligence entities, a congressional committee is greatly aided 
by having authority over the funds available to those intelligence 
entities. The House wisely endowed the Permanent Select Committee 
on Intelligence with the responsibility for considering the annual au- 
thorization for appropriation of funds for the intelligence and intel- 
ligence-related activities of the government. The latter category is 
particularly important because, as the Committee discovered, tuero 
exists no effective mechanism within the Executive Branch to coordi- 
nate and guard against unnecessary duplication of programs by the 
Director of Central Intelligence on the one hand and the Secretary of 
Defense on the other. 

Several years ago, the House Appropriations Committee became 
concerned over the fact that a substantial number of intelligence pro- 
grams were not included in the “National Foreign Intelligence Pro- 
gram” budget submitted by the Administration and defended by the 
Director of Central Intelligence. Some of the missing items were 
tactical military intelligence activities, other were so closely related to 
intelligence that reasonable men could differ as to whether or not they 
should be counted as intelligence or combat support Systems. To give 
some v^ibility to these items, a category known as intelligence-related 
activities was defined by the Secretary of Defense and the Joint Chiefs 
of Staff. The definition is on pages 18 and 19 of this report. 

The Program and Budget Authorization Subcommittee, chaired by 
Representative Burlison, began hearings on the fiscal year* 1979 budget 
as soon as it was submitted to Congress in January 1978. The Sub- 
committee conducted what we believe to be the most thorough ex- 
amination ever given both the national and the intelligence-related 
budget submits of the President. In all, over 55 hours of testimony 
was heard on the fiscal year 1979 budget. Witnesses included A dmir al 
Stansfield Turner, the Director of Central Intelligence who presented 
the national intelligence program budget. That budget encompasses 
the programs of : 

the Central Intelligence Agency ; 

the National Security Agency ; 

the Defense Intelligence Agency ; 

the Offices within the Department of Defense for the collec- 
tion of specialized national foreign intelligence through recon- 
naissance programs ; 

the Bureau’ of Intelligence and Research of the Department of 
State 

the intelligence elements of the military services, the Federal 
Bureau of Investigation, the Department of the Treasury, the De- 
partment of Energy and the Drug Enforcement Administration; 
and 

the staff elements of the Office of the Director of Central 
Intelligence. 

In addition to Admiral Turner, who also defended the budget of 
the CIA, the Subcommittee heard testimony from the head of each 
of the components of the National Foreign Intelligence Program, 
including Vice Admiral B. R. Inman, Director, National Security 
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Agency; Lieutenant General Eugene F. Tighe, Jr.jj USAF, Director, 
Defense Intelligence Agency; Daniel J. Murplijr (Admiral, DSN 
Ket.), Deputy Under Secretary of Defense for Policy ; Dr. Gerald P. 
Dinneen, Assistant Secretary of Defense for Comits unications; Com- 
mand, Gontrol and Intelligence; Major General Elmund li. Thomp- 
son, Assistant Chief of Staff for Intelligence, U.S« Army ; Rear Ad- 
miral Sumner Shapiro, Director of Naval Intelligea- e ; Major General 
James L. Brown, Assistant Chief of Staff, Intelligence, USAF; as well 
as the heads of the reconnaissance piograms of tin Defense Depart- 
ment; Ambassador Williarn G. Bowdler, Director of the State De- 
partment’s Bureau of Intelligence and Research ; Ml Thomas Leavitt, 
Assistant Director, Intelligence Division, Federal, lluieau of Inv^- 
tigation; Mr. Donald Moore, Assistant Director, l>omestic Security 
and Terrorism Division, Federal Bureau of Invesigation ; Mr. Row- 
land A. Morrow, Director^ Defense Investigative Pj.>gram Office; Dr. 

Walter McDonald, Principal Deputy j^Vssistant Sfe retary for Inter- 
national Affairs, Department of Energy ; Mr. Richai I Davis, Assistant 
Secretary, Department of the Treasury; and Mr, Peter Bensinger, 
Administrator, Drug Enforcement Administration. 

The Program and Budget Authorization Subcoj imittee e:mmined 
each of those programs in considerable detail, focusing particularly 
on specific issues which consume large portions of bu^t or which 
research and previous briefings had indicated sufteied from manage- 
ment problems. In its hearings, the Subcommittee made a special effort 
to identify the requirements for each intelligence sj stem and activity 
funded in the bu<^et. The deferral of several propi sed new and very 
expensive systems was recommended by the Subcommittee and ap- 
proved by both Houses largely due to the failure of Executive Branch 
witnesses to demonstrate that those systems would fill a n«jded 
requirement. 

The Subcommittee also directed its attention to f he issue of cross- 
program trade-offs. It found, and the full Commift ae in its clarified 
report accompanying the budget authorization bill j* ailed attention to, 
the lack of a suitable mechanism within the Executi ve Branch to make 
certain that there is no unnecessary duplication bet?, een systems fund- 
ed in the national program and those funded in thei ntelligence- related 
category. Consequently, the Subcommittee was fop ced to make such 
trade-offs itself based on the testimony and doi mentary evidence 
presented to it. 

The Subcommittee also found that while the zer< - base budget con- 
cept offers potential for determining the priority in which intelligence 
programs, systems and components merit funding, the lack of an 
adequate tie between requirements and resources aiid the tendency to 
look at intelligence activities program by program vather than across 
programs has limited its effectiveness. 

As a result of the Subcommittee’s work in this area, the full Com- 
mittee expressed its concern that not enough is being done in the man- 
agement of the human source intelligence cellectmEi programs to de- 
teraiino their cost effectiveness compared to techttical collection sys- 
tems. Nor, is enough being done to determine the d^ree of interagency 
coordination and duplication of human source infe Ui^noe collection 
that exists. 
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Tlie Committee called to the attention of the Executive Branch a 
series of topics which it requested the Executive Branch to address 
with the fiscal year 1980 budget submission. Included were : 

Assured access to and wartime control of national intel- 
ligence collection systems on the part of military commanders. 

The degree to which current security restrictions on the 
availability and use of specially restricted or “compart- 
mented” intelligence deter the full and effective use of national 
intelligence collection systems in combat. 

The effectiveness of current and planned collection and ex- 
ploitation management systems to support the military 
commander. 

The possibility of joint Department of Defense/National 
Foreign Intelligence Program funding of projects whose 
priority does not warrant sole NFIP funding. 

Eecognizing that in the area of intelligence-related activities, tiie 
Permanent Select Committee on Intelligence shares jurisdiction with 
the House Armed Services Committee, the Subcommittee on Program 
and Budget Authorization worked closely with Members and staff of 
that Committee to ensure that no unnecessary duplication is occurring 
between the program proposed by the Director of Central Intelligence 
on the one nand and the Secretary of Defense on the other. Both 
Committees also bent every effort to make certain that anv gaps 
in our requirements for combat support intelligence are filled. Both 
Committees are concerned over the need for our combat forces to have 
the best possible battlefield intelligence support. 

The budget total authorized by the Permanent Select Committee 
on Intelligence for the National’ Foreign Intelligence Program and 
the total authorized by both the Permanent Select Committee on In- 
telligence and the Armed Services Committee for intelligence-related 
activities were close to that requested in his budget by the President. 

Some deletions were made, howeyer, in programs which did not ap- 
pear to be fully justified. Additions were made to other programs 
which the Com'mittee felt had not received adequate priority from 
the Administration, The House passed H.E. 12240 on July 6, 1978. 

After a conference with the Senate Select Committee on Intelligence 
and after the House and Senate Armed Services conference on intel- 
ligence-related activities in which the House Permanent Select Com- 
mittee on Intelligence conferees participated, both Houses passed II.E. 

12240 authorizing appropriations for the intelligence and intefiigence- 
related activities of the government. That marked the first time such 
an intelligence authorization bill was considered and passed by both 
Houses. The President signed the bill into law on.^ptember 18, 1978. 

The Committee is also concerned over the drastic imbalance in the 
distribution of supergrade positions among the intelligence agencies. 

The Central Intelligence Agency has by far the most supergrade posi- 
tions— more than all the other agencies put together. The Committee 
recognizes that the quality of the performance of an intelligence com- 
ponent cannot be measured solely on the basis of the number of super- 
grades it has but the potential or lack thereof for promotion does af- 
fect the ability of any organization to attract and keep top quality 
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personnel. Pending further analysis of this situaia m by the Commit- 
tee, a ceiling on supergrades was placed by the C® ;iniittee at the cur- 
rently authorized levels. 

OTHER COMMITl’EE ACTIONS : 

topics identified for study by H. Kes. 658, 
the Committee addressed a number of other signili eant issues. In ad- 
ures^^ those issues, the Committee has made a f^mscious effort not 
to rehash old items which have already been examined in full by other 
committees. Instead we have concentrated on pri ent problms and 
those matters which will affect the future activities our intelliirence 
services. 

One such issue is that of terrorism. The Commi<|ee has held several 
hirings on the question of how well our foreign i|^:elligence, cotmter- 
mtelligence and domestic law enforcement agencif. work together to 
thwart the activities of terrorists. The Committee i| also investigating 
me^tent, if any, to which recently enacted laws aid guidelines issued 
by the Attorney General may be hampering the eA ctive operation of 
our nation’s counterterrorist services. 

The Committee is not yet satisfied that our intelligence services are 
cooperating as fully as they should in the area ol; counterterrorism, 
especially m the exchange of automated data bases. It is far from con- 
vinced that the meshing of necessary guidelines and effective opera- 
tions on the part of our counterterrorism agenciesThas occurred. It is 
not certain that obtaining intelligence on terroris- groups has been 
given a high enough priority. There appears to beii greater focus on 
managing a terrorist incident once it has occurred tiian on preventing 
it from taking place. Consequently, during the coming year, the Com- 
mittee will continue to devote attention to this probi m area. 

Another apa which is of concern to the Commid ee is that of our 
counterintelligence capability. The Committee is cq- eerned that for a 
variety of reasons, the nation’s defenses against penll ration by foreign 
intelligence services may have been lowered well b^ md an acceptafle 
level. The Committee has had abundant evidence j resented to it re- 
garding the activities of the Soviet KGB within thr. United States. 

For years, the Executive Branch has lacked a t oordinating body 
to ensure that the Federal Bureau of Investigation, the Central Intel- 
ligence Agency and the military services cooperate fii ily in the counter- 
intelligence area. Executive Order 12036, signed b| President Carter 
on January 26, 1978 assigns to the SpcicM Coordinlrion Committee of 
the National Security Council responsibility for *(eveloping policy 
with respect to the conduct of counterintelligence ^itivities and with 
resolving interagency differences concerning impleliientation of coun- 
terintelligence policy. The Committee will be watchfi g this new proce- 
dure with special interest. 

LEGISLATIOXr 

The Committee has found that a great many piec6 of legislation, al- 
though aimed at resolving problems having nothin| to do with intel- 
ligence, can in fact impact rather dramatically or^ the intelligence 
services. For example, legislation regarding a man^iatory retir^nent 
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age for ^deral government employees focused our Committee’s atten- 

n on the fact that the Central Intelligence Agency has its own re- 
tirement and disability system with its own standards separate from 
the regular Civil Semce retirement system. The Committee held an 
the piA Retirement and Disability System on Octo- 
reasons why CIA needs a separate system 
and why the Cl^ should be allowed to retain a mandatory retirement 
age provision. The Committee was satisfied that CIA continues to re- 
quire a separate retirement and disability act for a limited number 
or its employees who are exposed to hazardous conditions in their 
overseas assignments. Public Law 95-256 passed on April 6 1978 
leaves undisturbed CIA’s separate retirement system and a mandatory 
retirement a^e. 

rim House also passed a Civil Service Reform Bill (H.R 11280) 
which contains a provision for a Special Counsel of the Merit System 
Review Board to whom “whistleblowers” within the government can 
rcport illegal or improper activities of which they are aware. The 
bpecial Counsel w^ given broad authority to investigate such mat- 
eis when they are brought to his attention. Representatives from the 
CIA expressed their concern to the Permanent Select Committee on 
Intelligence over the security implications of a Special Counsel hav- 
authority to make detailed investigations into the clandestine 
operations ^ the Central Intelligence Agency. After consultations with 
toe House Committee on the Post Office and Civil Service, Chairman 
Poland of the Permanent Select Committee on Intelligence offered 
an amendment, passed on a voice vote, which provides that when- 
ever the Special Counsel receives reports from “whistleblowers” in- 
volving foreign intelligence or counterintelligence information the 
disclosure of which is specifically prohibited by law or by executiye 
order, or in any case in ^ich the Special Counsel in consultation with 
appropriate Executive Branch authorities determines that informa- 
tion involved is prohibited from disclosure, the Special Counsel shall 
toansmit ^ch information to the Permanent Select Committee of the 
House of Representatives and the Select Committee on Intelligence of 
the Senate. In offering that amendment. Chairman Boland noted that 
toe various intelligence agencies have Inspectors General and that 

created Intelligence Oversight Board, to 
which toe Inspectors General report. In addition, both Houses have 
oversight co^ittees which have, and ought to exercise, jurisdiction 
in matters that involve improprieties but which also concern intelli- 
gence information. 

Acting out of a, similar concern to limit the number of people hav- 
ing acc^s to sensitive intelligence information, the Permanent Select 
Comimttee on Intelligence has worked with the Committee on Govem- 
ment Operations to amend HR. 12171 to eliminate the provision that 
would hpe allowed the General Accounting Office (GAO)— on its 
own initiative ^to audit toe CIA’s sensitive contingency fund which 
IS used to support some of its most clandestine operMions. This provi- 
sion was not considered necessary since the Permanent Select Commit- 
tee on Intelligence through its Program and Budget Authorization 
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Subcommitteo keeps close account of how the Cl A. expends those 

^'^^ddition to its work on formal pieces of leipsMicm, the Per- 
manent Select Committee on Intelligence monitor- certam executive 
orders which impact on the intelligence activities I 
For example, the Committee staff had several meetf igs with represent- 
atives of the Executive Branch regarding draft provismns of 
tive Order 12065 which sets forth the criteria for cuassifyuig national 
security information. Tlie Administration does not undertake routinely 
to seek" Committee advice on executive order drafts nor does it comm^ 
itself to accepting such advice. Nonetheless, both si^ ‘S can beneht trom 
informal exchanges of views prior to the formi* issuance of such 
executive orders. 

ADMISSION OF CERTAIN EXCLTJnABLE AiAF.NS 

Witnesses from the Federal Bureau of Tnves% ition m testimony 
before the Committee noted that under the provS ions bf an amend- 
ment to the Foreign Kelations Authorization Act i or fiscal year 197b 
(Sec. 112), the ^cretary of State was directed to r^Om^i^ the 
admission of aliens who are excludable from the United States by 
reason of their involvement with espionage or terrorist activities unless 
the Secretary determines that such admission would be contrary to 
the security interests of the United States and so certifies to the 
Speaker of the House of Kepresentatives and tte chairman of the 
Committee on Foreign Kelations of the Senate. Ii other words, spies 
or members of terrorist groups would be allovyed io enter the Unitea 
States unless the Secretary of State sends a certifica tion to the contrary 
to the Speaker and the chairman of the Senate Foreign Kelations 

House Permanent Select Committee on Inb I ligence found that 
as a result of that amendment, the recommendations of the heileral 
Bureau of Investigation against admitting aliens who pose a threat 
to the national security were ignored and those ^lens were admitted. 

In 1977, 99 percent of those whom the Federal Bureau of Investiga- 
tion recommended be denied admission were, in fnet, admitted to our 
country, and during the first part of 1978 100 pe^ cent of those aliens 
the Federal Bureau of Investigation recoramendi 1 be denied admis- 
sion because they belong to groups proscribed by 1 iw were allowed m. 

The Committee is deeply concerned over this seejung insensitivity to 
the counterintelligence priorities of the nation. % heref ore, ,(1^ Codi- 
mittee included a requirement in H.K. 1^40 that tl le Attorney General 
notify the House Permanent Select Committee on Intelligence and the 
Senate Select Committee on Intelligence wheneve he notifies the bec- 
retarv of State that he knows or has reason to b 'lieve that an alien 
aoplving for admission to the United States is an excludable, alien 
und^ tfe terms of section 212(a) (27), (28), or ( 29 ) of the Iipmigra- 
tion and Nationality Act (8 U.S.G. 1182(a)) that alien is sub- 
sequently admitted into the United States. , i. o i j. 

That language was modified in conference wit a the beimte Select 
Committee to require a one-time report from the Attorney General to 
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tlie select committees on intelligence by October 30, 1979 de^ribing 
those cases during fiscal year 197'9 in which the Director of the Federal 
Bureau of Inve^igation has notified the Attorney General that the 
Director has reason to believe an alien is excludable under the above 
provisions of the Immigration and Nationality act and that alien is 
subsequently admitted to the United States. 

The Senate and House conferees ngted that they hoped this legisla- 
tion will stress the need to bring about a balanced perspective in the 
interagency decisionmaking process regarding the Federal Bureau of 
Investigation’s recommendations for visa denials. The bill containing 
this provision was passed by both Ilouses and was assigned into law by 
(he President on September 18, 1978. 

CIA AND THE MEDIA 

One of the most sensitive areas of concern has been the relationship 
between the Central Intelligence Agency and the news media. In 
December 1977, the Oversight Subcomniittee began a lengthy series 
of hearings — most of them in public session — on this issue. Chairman 
Boland of the full Committee opened those hearings by noting that 
“we are a nation that values a free press above many other highly 
prized rights.” Mr. Boland went on to state that ^*at the same time it 
is also appropriate to mention that our national interest, our position 
as a world power, and indeed our very survival in this nuclear age, 
make it imperative that our government and our policymakers have 
the necessary intelligence to enable them to act in an infornied fashion 
for the common good.” ... 

Representative Les Aspin (Democrat, Wisconsin) , who chaired the 
Subcommittee’s hearings, pointed out that the hearings were designed 
to try to determine what, if any, is the ]iroper relationship between the 
media and the Central Intelligence Agency. A wide range of witnesses 
testified before the Oversight Subcommittee, including former Direc- 
tor of Central Intelligence'William E. Colby ; Mr. John Maury, former 
Legishative Counsel to the Director of Central Intelligence ; Dr. Ray S. 
Cline, Executive Director of Studies, The Center for Strat^ic and 
International Studies, Georgetown University : Mr. David A. Phillips, 
Association of Former Intelligence Officers : Mr. Joseph Fromm, Dep- 
uty Editor, U.S. News and World Report ; Mr. Herman Nickel, Board 
of Editors, Fortune Magazine, Mr. Ward Just, freelance writer; 

Mr. Tad Szulc, freelance writer ; Ambassador Willin m C. Triieheart ; 
Ambassador L. Dean Brown; Ambassador William Porter; Mr. Mor- 
ton H. Halperin, Director, Center for National Security Studies ; Mr. 
Stuart Loory, Managing Editor, Chicago Sun-Times; Mr. Clayton 
Kirkpatrick, Editor, the Chicago Tribune; Mr. Robert Meyers, 
Publisher, the New Republic; Mr. Eugene Patterson, Editor, _ St. 
Petersburg Times; Mr. Gilbert Cranberg, Editor, the Pes Moines 
Register-Tribune; and Admiral Stansfield Turner, Director of Central 
Intelligence. 

The hearings focused on the various types of activities media rep- 
resentatives might become engaged in with the Centrnl Intelligence 
Agency such as swapi>ing information, getting pre-trip briefings from 
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Agency employees, post-trip debriefings to the Agency, access by CIA 
to media files, and a wide range of support activit ;: -s'on behalf of the 
CIA. The hearings also delved deeply into possibly problems of prop- 
aganda planted by CIA through media contacts lowing back” into 
lilted States newspapers, television news and thi like. The hearings 
aJso highlighted efforts both by current Directol of Central Intel- 
ligence Admiral Turner and his predecessor George Bush to regularize 
CIA’s relations with the media. 

Fmally, the hearings brought out the fact that the Soviet Union’s 
intelligence arm — the KGB — makes extensive use of domestic and 
foreign media in order to spread its propaganda thiuughout the world. 

Glossary of Intelligence Terms and Definitions Published by the 
Intelligence Community Staff for the DireoI " >r of Central In- 
diligence VS^iTH Advice of the National Folli ign Intelligence 
Board, June 15, 1978 

FREFACJE 

'I'his publication is the product of an interageip I'y working group 
foimed by the National Foreign Intelligence Boardlni September 1977, 
and composed of representatives from the organfi: itions which con- 
stitute the Intelligence Community. 

Thb publication is designed to be a reference m^d guidance docu- 
ment for interdepartmental communications and unMerstanding within 
the Intelligence Community and is a m^ans of fof ^ring communica- 
tion ^^th ^thpr Executive Branch organizations an| with the Congress 
and the Judiciary. The glossary reflects only thosg mtelligence terms 
commonly used witliin and definitions commonly adapted by the Com- 
inunity. It does not include organizationally peculi r terms or defini- 
tions nor does it include such details as could be iidressed only in a 
classified document. 

The value of this document is dependent upon itst iirrency and com- 
pleteness; thus, it is^ expected that changes will cur as new terms 
evolve and as definitions change. Users are encour%ed to submit pro- 
posed corrections, additions, deletions, or amendmt its througli their 
intelligence Community representative to the E^ cutive Secretary, 
National Foreign Intelligence Board. The interageji^ y working group 
will support the Executive Secretary and will bo r^b;[)onsible &r a re- 
view of proposed changes, an annual review of thr entire document 
tor currency and adequacy, and the submission: of recommended 
changes to the National Foreign Intelligence Board. 

Although this document has been designed to en^ : nee the efficiency 
of communications within the Intelligence Commun|tv, it is hoped that 
It will also contribute to language commonality thi oghout the intel- 
ligence field. In this regard, authors of other intelligence glossaries 
and oi other special-use glossaries which contain inte hgence terms are 
encouraged to consider the terms and definitions coni lined herein. 

The definitions in this glossary may not coincide f i ecisely with defi- 
nitions used elsewhere for departmental or legal p6 poses especially 
where definitions were devised for the purpose of sugr.orting and clari- 
fying rile language of a legal document. However, I -rms which have 
been given other definitions have been annotated wSi h a reference to 
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Appendix B, which contains the term and the definition or definitions 
anA cites the source document. Current publications and docuinents 
known to contain intelligence terms and definitions, to include th^ 
definitions contained in Appendix B, are listed in the index at Ap- 
pendix C. 

CONTENTS 

Preface. 

Methodology. , ^ 

Glossary of Intelligence Terms and Definitions. 

Appendix A : Acronyms and Abbreviations. * 

Appendix B: Alternate Definitions (which appear in other 

^^App^ndix^C : Index of Intelligence Glossaries (publications contain- 
ing definitions of intelligence terms) . 

METHODOLOGY 


The definitions in this glossary have been devised by intelligence 
officers, not by philologists or semanticists. Some definitions, thereiop, 
may have limited applicability outside the Intelligence Community, 
while other definitions may be restricted to the single use o± a word 
which has intelligence significance; as, for example, in the word 
“source.” Insofar as possible, however, the definitions included here 
contain a measure of consistency of form, and an^ attempt has been 
made to establish relationships among important intelligent words 
and terms. A basic example exists in the relationships to be ioimd 
among the terms “information,” “intelligence information and in- 
telligence.” William. E. Corson, in his The Armies of Ignorance, 
observed : 


A word of caution about the term intelligence is in order. 
Too often it is used synonymously or interchangeably with 
information. This is inaccurate and quite misleading. Inior" 
mation until and unless it has been analyzed and evaluated 
remains nothing more than a fact. Information may be inter- 
esting, amusing, or hitherto unknown to the person receiving 
it, but by and in itself it is inappropriate to call it intelligence. 
The three terms intelligence, intelligence information, and in- 
formation need to remain distinct. Intelligence by itself refers 
to the meaning of, or a conclusion about, persons, events, aud 
circumstances which is derived from analysis and/or logic. 
Intelligence information consists of facts bearing on a 
ously identified problem or situation, the significance of which 
has not been completely established. And information is made 
of raw facts wliose relationship to other phenomena has yet to 
be considered or established. Similarly, the methods involved 
in acquiring information and/ or intelligence information by 
any means and turning it into intelligence constitute the in- 
telligence process or cycle. The distinctions between these 
terms are important to remember. . . . 


This glossary makes similar distinctions : information is unevaluated 
material of every description, intelligence information is information 
of potential intelligence value, and intelligence is the knowledge de- 
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rived from a cyclical processing of information. T'le articulation of 
those differences is fundamental to the rt^peated na| of these terms in 
defining other terms. One will findj for example, tfrst nuclear intelli- 
gence is defined as intelligence derived f rom the colic tion and analysis 
of radiation, etc., wlien^as communications intelli|i nee is defined as 
technical and intelligence information derived froJji the intercept of 
foreign communications, etc. (not yet analyzed, it s not yet intelli- 
gence). Such fine distinctions are expected to contir bute to a broader 
understanding of the common meanings of many sut|j terms. 

Arriving at a suitable definition for the word infl lligence is a chal- 
lenge unto inself. In Sherman Kent's Strategic Intelligence for 
American World Policy, intelligence is characterize 1 as having tjn ee 
definitional subsets: laiowledge, organization, a^^l activity. This 
concept is particularly useful in estabiishing the fa4: that intelligence 
in the current context has multiple meanings. 

Intelligence, he says, is the knowledge that our na ion must possess 
regarding other nations in order to assure itself thi^ its interests will 
not fail because of planning or decisionmaking done m ignorance; and 
upon which knowledge our national foreign policy is based. Intelli- 
gence IS also an institution; . . . a physical orgai ization of living 
people which pursues the special kind of knowle^ xe at issue. And 
intelligence is the activity which the organization rforms : research, 
analysis, oillection, evaluation, study, presentation, and myriad others. 

As helpful as they are, Kent’s definitions are exc^ sively delimiting 
for purposes of this glossary. In the sense that intej bgence is knowl- 
edge, for example, one cannot assume that all infi lligence is “our” 
intelligence. It is necessary, therefore, to fashion the nost basic defini- 
tion possible for the word intelligence in this sen|r of its meaning, 
trusting in the utilizer’s ability to select a proper mo difier to give the 
word more precise meaning when that is necessary. Vfore definitional 
flexibility results from such an approach. 

But intelligence is more than the knowledge confeiiied in an intel- 
ligence product. It encompasses the intelligence orgi aizations and ac- 
tivities that Kent refers to, and other activities — an 1 their resultant 
products which are known as counterintelligence, lor these reasons, 
one might be tempted to define intelligence smiply ins a generic term 
which encompasses both foreign intelligence and fort ign counterintel- 
ligence, thence to formulate spearate definitions i^>r each of those 
terms. One quickly discovers, however, that such a sii iplistic approach 
is insufficiently satisfying because it fails to provide |v>r several shades 
of meaning and subsequent use. 

• problem is compounded by the scores of d fferent types of 
intelligence that are used commonly and which must I ^ broadly under- 
st^d, and by the variety of headings under which t hese types of in- 
telligence are classified. Some types of intelligence af source-oriented 
(such as human intelligence or signals intelligeii* ^0? sonie form- 
oriented (as in raw or unfinished intelligence) , some system-oriented 
(electronic or telemetric), some subject-oriented (mi :ical, economic), 
some use-oriented (military, tactical), and a probab;i > host of others. 

But the point to be made here is how essential the b^..sic definition of 
mtelhgence is to further understanding of the manv. many ways in 
winch it can be used. The definition of intelligence asS I: appears in tliis 
glossary attempts to account for all of the foregoing. 
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Some types of intelligence 
Acoustic(al) Intelligence 
. ( ACOUSTINT or ACINT) 
Actionable Intelligence 
Basic Intelligence 
Biographic (al) Intelligence 
Cartographic Intelligence 
Combat Intelligence 
Communications Intelligence 
(COMINT) 

Counterintelligence 
Critical Intelligence 
Current Intelligence 
Department (al) Intelligence 
Economic Intelligence 
Electro-Optical Intelligence 
(ELECTRO-OPTINT) 
Electronic Intelligence (ELINT) 
Energy Intelligence 
Estimative Intelligence 
Evasion and Escape Intelligence 
Finished Intelligence 
Foreign Counterintelligence 

(FCI) . o- 1 

Foreign Instrumentation bignals 
Intelligence (FISINT) 

Foreign Intelligence (FI) 

Foreign Materiel (FORMAT) 
Intelligence 

Geographic (al) Intelligence 
Human Intelligence (HUMINT) 
Imagery Intelligence (IMINT) 


Joint Intelligence 
Laser Intelligence (LASINT) 
Measurement and Signature Intel- 
ligence (MASINT ) -rT.Trriv 
Medical Intelligence (MEDINT) 
Military Intelligence (MI) 
National Intelligence 
Nuclear Intelligence (NUCINT) 
Nuclear Proliferation Intelligence 
Operational Intelligence 
(OPINTEL) 

Optical Intelligence (OPTINT) 
Photographic Intelligence 
(PHOTINT) 

Political Intelhgence 

Positive Intelligence 

Radar Intelligence (RADINTl 

Radiation Intelligence (RINT) 

Raw Intelligence 

Scientific and Technical (S&l ) 

Intelligence 

Signals intelligence (SIGINT) 
Special Intelligence (SI) 
Strategic Intelligenco 
Tactical Intelligence 
(TACINTEL) 

Target Intelligence 
Technical Intelligence (TI) 
Telemetry In telligence 
(TELINT) 


The reader will notice frequent cross-referencing between terms and 
their definitions. In addition to providing an intelligence lexicon, the 
glossary purports to be tutorial, inasmuch as it is possible, and fre- 
quent cross-referencing is a technique employed intentionally to that 

The term cross-referenced most often is intelligence cycle which, 
with its separately defined steps, is conceptually 

derstanding the vocabulary of intelligence. The defiiutionM techi^ue 
is to list tSe steps in the cycle as subsets of it (rather than m the« 
normal alphabetical order in the glossary), and to refer “^ny relat^ 
terms to the cycle and its various steps. The desired result is te keep 
the reader’s focus on the inteUigence cycle in order to mamtain the 
conceptual integrity of its component steps. „f,f 

The drafters of the definitions contained in this glossary were not 
constrained by existing definitions or by the narrow meaning ot terms 
Xre broade? significance could be acliieved by redefinition Known 
definitions were nevertheless accommodated to the greate^ 
possible. The primary objective of the draftere was to define those 
terms that lacked definition and to improve on those definitions extant. 
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GLOSSARY OP INTELUGEITCB TERMS AND DE tNITIONS 

Acoustical mtelligenc^ (ACOUSTINT) : Int4igence information 
derived from analysis of acoustic waves radiated cither intentionallv 
or unintentionally by the target into the surroufi ling medium. (In 
Waval usage, the acronj'm ACINT is used and ushiflly refers to intel- 
ligence derived specifically from analysis of underwater acoustic waves 
from ships and submarines.) 

Actionable intelligence: Intelligence informatifpu that is directly 
useful to customers without having to go through the full intelligence 
production process; it may address strategic or ta. iical needs, close- 
support o± U.b. negotiating teaniSj or action eletp nts dealinir with 
such matters as international terrorism or narcotics 

Administratively controlled information: Privil ged but unclassi- 
bed materml bearing designations such as “For Olfi ial Use Only,” or 
inmited Official Use,” to prevent disclosure to unfcthorized persons. 
Advisory tasking : A non-directive statement of if? lelligence interest 

r a r ea uest tor i n t a h d-ati aa i ^ . n J 1 -IT 



tu ucpar^ rtents or ai2:encies 
having information collection capabilities or intelligence assets not a 
pai t of the JN ational F oreign Intelligence Program. 

1 who engages in clandestine m= dligence activity 

under the direction of an intelligence organization Lut who is not an 
officer, employee, or co-opted worker of that organ] nation 
Agent of mfiuence* : A person who is manipulated l.y an intelligence 
organization to use his position to influence public ot iiiion or deciaon- 
making m a manner which will advance the objective of the country 
lor which that organization operates. ^ 

Alert memorandum: A document issued by the Director of Central 

V IV production step of the intelligence cycle 

subjected to sykf rmatic examnia- 
n in order to identify signihcant facts and derive conclusions there- 
from. (Also see mtelligenco cycle.) -lUMous cnere 

^essment=^ : (p (General use) Appraisal of t im worth of an 
intelligence activity, ^urce, information, or product in terms of its 
contribution to a specific goal, or the credibility reliabf I ity, pertinency 
usefulness of information in tenns of an iitelli™’ 
need. 4 hen used in contrast with evaluation asses tnent implies a 
weighing against resource allocation, expenditure, or j sk. (See ^alua- 

siritSessmmO mtelligence K ^essment (Also 

a„-X;cafi],S!&ssSf 

Authentication: (1) A communications security Bteasure designed 
agamst fraudulent transmisi on and hostile 
imitative communications deception by establishing the validity of a 
transmission, message, station, or designator. (2) A m- ans of identify^ 
mg or veri fying the eligibility of a station, originaftc, or individuil 

♦See Appendix B, Alternate Deflnltions. 
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to receive specific categories of information. (Also see communications 
deception.) 

Automatic data processing system security : All of the technological 
safeguards and managerial procedures established and applied to com- 
puter hardware, software, and data in order to ensure the protection 
of organizational assets and individual privacy ; it includes : all hard- 
ware/software functions, characteristics, and features; operational 
procedures, accountability procedures, and access controls at the cen- 
tral computer facility ; remote computer and terminal facilities, man- 
agement constraints, physical structures and devices; and the per- 
sonnel and communication controls needed to provide an acceptable 
level of protection for classified material to be contained in the 
computer system, 

Basic intelligence*: Comprises general reference material of a 
factual nature which results from a collection of encyclopedic in- 
formation relatii:ig to the political, economic, geographic, and military 
structure, resources, capabilities, and vulnerabilities of foreign nations. 

Biographical intelligence; Foreign intelligence on the views, traits, 
habits, skills, importance, relationships, health, and curriculum vitae 
of those foreign personalities of actual or potential interest to the 
United States Government, 

Cartographic intelligence: Intelligence primarily manifested in 
maps and charts of areas outside the United States and its territorial 
waters. 

Case officer* : A professional employee of an intelligence organiza- 
tion who is responsible for providing direction for an agent operation, 

(See agent.) 

Central Intelligence Agency Program (CIAP) : See National For- 
eign Intelligence Program. 

Cipher* : A cryptographic system in which the cryptographic treat- 
ment (i.e., the method of transforming plain text by predetermined 
rules to obscure or conceal its meaning) is applied to plain text ele- 
ments such as letters, digits, polygraphs, or bits which either have no 
intrinsic meaning or are treated without regard to their meaning in 
cases where the element is a natural-language word. 

Clandestine ; Secret or hidden ; conducted with secrecy by design. 

Clandestine activity: Secret or hidden activity conducted with 
secrecy by design. (The phrase clandestine operation is preferred. Op- 
erations are pre-planned activities,)^ 

Clandestine collection: The acquisition of intelligence information 
in ways designed to assure the secrecy of the operation.^ 

Clandestine communication ; Any type of communication or signal 
originated in support of clandestine operations. (Also see illicit 
communication.) 

Clandestine operation* : A pre-planned secret intelligence informal 
tion collection activity or covert political, economic, propaganda, or 
paramilitary action conducted so as to assure the secrecy of the opera- 
tion ; encompasses both clandestine collection and covert action. 

Clandestine Services: That portion of the Central Intelligence 
Agency (CIA) that engages in clandestine operations ; sometimes used 
as synonymous with the CIA Operations Directorate. 


♦See Appendix B, Alternate Definitions. 
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Classification: The determination that official ^formation requires, 
in the interest of national security, a specific viegree of protection 
against unauthorized disclosui'e, coupled with a d^'signation signifying 
tiiat such a determination has been made; the de ignatioii is normally 
termed a security classification, (Also see declaidlicationO 

Classification authority : Those officials Withinihe Executive Branch 
who have been authorized pursuant to an Exec live Order to origi- 
nally classify information or material. 

Classified information’^ : Official information which has been deter- 
mined to require, in the interests of national security, protection 
against unauthorized disclosure and which has been so designated. 

Code* : A cryptographic system iu which the cryptographic e<iuiva- 
lents (usually called code groups), typically cpi listing of letters or 
digits (or both) in otherwise meaningless combinations, are substituted 
for plain text elements such as words, phrases, t r sentences. 

Code word* : Generally, a word or term which or riveys a prearianged 
meaning other than the conventional one; specifit' illy, a word or term 
chosen to conceal the identity of a function or act k>n, as distinguished 
from a cover name which conceals the identity oi a person, organiza- 
tion, or installation. (Also see cover.) 

Codeword* : Any of a series of designated words ir terms used with a 
security classification to indicate that the mater al so classified was 
derived through a sensitive source or method, constitutes a particular 
type of sensitive compartmented information (SC I) , and is therefore 
accorded limited distribution. 

Collateral : All national security information lassified under the 
provisions of an Executive Order for which spechi I Intelligence Com- 
munity systems of compartmentation (i,e., sen^i ive compartmented 
information) are not formally established. 

Collection* : See intelligence cycle. 

Collection guidance : See guidanctj. 

Collection requirement: An expression of an ii ielligence infoi^ma- 
tion need which requires collection and carries id; least an implicit 
authorization to commit resources in acquiring the j needed information. 
(Also see intelligence requirement.) 

Combat information ; Unevaluated data, gath^tred by or provided 
directly to the tactical commander which, due to it s highly perishable 
nature or the criticality of the situation, cannot be processed into 
tactical intelligence in time to satisfy the custom -r’s tactical intelli- 
gence requirements. 

Combat intelligence: That Imowledge of the 'ray, weather, and 
geographical features required by a commander ii the planning and 
conduct of combat operations. (Also see tactical fc telligence.) 

Committee on Exchanges (COMEX) : See Director of Central In- 
telligence Committee. (Also see DCID 2/6.) 

Committee 03i Imagery Requirements and EEpIoitation (COM- 
lEEX) : See Director of Central Intelligence Coi nnittee. (Also see 
DCIDl/13.) 

Communications cover; See manipulative communications cover. 

Communications deception : The deliberate transn ission, retransmis- 
sion, alteration, absorption, or reflection of telecoiarnunications in a 


♦See Appendix B, Alternate Definitions. 
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■manner intended to cause a misleading interpretation of these telecom- 
munications. It includes : 

a. Imitative communications deception — Intrusion into foreign com- 
munications channels for the purpose of deception by introducing 
signals or traffic in imitation of the foreign communications. 

b. Manipulative communications deception — The alteration or simu- 
lation of friendly telecommunications for the purpose of deception. 

^ Communications intelligence* (COMINT) : Technical and intel- 
ligence information derived from intercept of foreign communications 
by other than the intended recipients; it does not include the monitor- 
ing of foreign public media or the intercept of communications 
obtained during the course of counterintelligence investigations within 
the United States. 

Communications security* { COMSEC) : The protection resulting 
from any measures taken to deny unauthorized persons information of 
value which might be derived from telecommunications, or to ensure 
the authenticity of such telecommunications. 

Communications security signals acquisition and analysis: The 
acquisition of radio frequency propagation and its subsequent analysis 
to determine empirically the vulnerability of the transmission media to 
interception, by hostile intelligence services ; it includes cataloging the 
transmission spectrum and taking signal parametric measurements as 
required but does not include acquisition of information carried on the 
system ; it is one of the techniques of communications security surveil- 
lance. (Also see communications security surveillance.) 

Communications security surveillance: The systematic examination 
of telecommunications and automatic data processing systems to deter- 
mine the adequacy of communications security measures : to identify 
communications security deficiencies, to provide data from which to 
predict the effectiveness of proposed communications security 
measures, and to confirm the adequacy of such measures after 
implementation. 

Community On-Line Intelligence System (COINS) : A network of 
Intelligence Community computer-based information storage and re- 
trieval systems that have been interconnected for interagency sharing 
of machine formatted files. 

^ Compartmentation* : Formal systems of restricted access to intel- 
ligence activities, such systems established by and/or managed under 
the cognizance of the Director of Central Intelligence to protect the 
sensitive aspects of sources, methods, and analytical procedures of for- 
eign intelligence programs. (Also see decompartmentation.) 

Compromise*: The exposure of classified official information or 
activities to persons not authorized access thereto ; hence, unauthorized 
disclosure. (Also see classified information. ) 

Compromising emanations: Unintentional emissions which could 
disclose information being transmitted, received, or handled by any 
information-processing equipment. 

Computer security* : The computer-driven aspects of automatic data 
processing system security encompassing the mechanisms and tech- 
niques that control access to or use of the computer or information 
stored in it. (Also see automatic data processing system security.) 

•See Appendix B, Alternate Definitions. 

H. Kept 95-1796- — 5 


Approved For Release 2004/03/25 : CIA-RDP81 M00980R003000090048-8 



Approved For Release 2004/03/25 : CIA-RDP81M00980R003000090048-8 

3 Jl 

Consolidated Cryptologic Program (CCP) : See National Foreign 
Intelligence Program. 

Consolidated Intelligence Resources Information Bv^stem (CIRIS) : 

The automated management information system I to identify and 
display the expected distribution of all intelligence resources within 
the National Foreign Intelligence Program, 

Consumer* : See customer. 

Co-opted worker: A national of a country but noi an officer or em- 
ployee of the country’s intelligence service who assii i s that service on 
a temporary or regular basis. (In most circumst inces a co-opted 
worker is an official of the country but might also Ih‘, for example, a 
tourist or student.) 

Coordination: (1) (In general) The process of king concurrence 
from one or more gronps^ organizations, or agencies regarding a pio- 
posal or an activity for whick they share some rl ^ponsibility, and 
which may result in contributions, concurrences, or iissents. (2) (In 
intelligence production) The process by which pr ^ducers gain the 
views of other producers on the adequacy of a specirte draft assessment, 
estimate, or report; it is intended to increase a product’s factual ac- 
curacy, clarify its judgments, resolve disagreemet t on issues that 
permit, and sharpen statements of disagreement on, major unresolved 
issues. 

Counterintelligence* : See foreign counterintelligej ce. 

Cover: Protective guise used by a person, organic tion, or installa- 
tion to prevent identification with clandestine opera ions. 

Covert; See clandestine. 

Covert action: A clandestine operation designed to influence foreign 
governments, events, organizations, or persons in support of United 
States foreign policy; it may include political, econd me, propaganda, 
or paramilitary activities. Covert action is referred to in Executive 
Order No. 12036 as special activities, (See special activities,) 

Covert operations: See clandestine operation (pf deired term). A 
covert operation encompasses covert action and claiilestine collection. 

Critical Collection Problems Committee (CCPC) ; See Director of 
Central Intelligence Committee. (Also see DCID 2/2 

Critical intelligence*: Intelligence information cr intelligence of 
such urgent importance to the security of the Uniteil States that it is 
transmitted at the highest priority to the President and other national 
decisionmaking officials before pacing through regular evaluative 
channels. 

Critical Intelligence Communications System (CRITICOMM) : 

Those communications facilities under the operational and technical 
control of the Director, National Security Agency which have been 
allocated for the timely handling of critical intelligence. (Also see 
critical intelligence.) 

Critical intelligence message* (CRITIC) : A mess ge designated as 
containing critical intelligence. (Also see critical inB iligence.) 

Cryptanalysis (CA) : The steps or processes invoP tid in converting 
encrypted messages into plain text without initial Iriiowledge of the 
system or key employed in the encryption. 


♦See Appendix B, Alternate Definitions. 
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CRYPTO: A designation which is applied to classified, crypto- 
graphic information which involves special rules for access and han- 
dling. (Also see cryptographic information.) ^ ^ ^ _ 

Cryptographic information: All information significantly descrip- 
tive of cryptographic techniques and processes or of cryptographic 
systems and equipment, or their functions and capabilities, and all 
cryptomaterial (“significantly descriptive” means that the informa- 
tion could, if made known to unauthorized persons, permit recovery of 
specific cryptograhpic features of classified crypto-equipment, reveal 
weaknesses of associated equipment which could allow recovery of 
plain text or of key, aid materially in the cryptanalysis of a general or 
specific cryptosystem, or lead to the cryptanalysis of an individual 
message, command, or authentication). (Also see CRYPTO.) 

Cryptographic security : The component of communications security 
that results from the provision of technically sound cryptographic 
systems and which provides for their proper use. 

Cryptographic system: All associated items of cryptomaterial (e.g., 
equipment and their removable components which perform crypto- 
graphic functions, operating instructions, and maintenance manuals) 
that are used as a unit to provide a single means of encryption and 
decryption of plain text so that its meaning may be concealed ; also anv 
mechanical or electrical device or method used for the purpose of 
disguising, authenticating, or concealing the contents, significance, or 
meanings of communications ; short name : cryptosystem. 

Cryptography* : The branch of cryptology used to provide a means 
of encrvption and deception of plain text so that its meaning may be 

concealed. . . i n » .i. 

Cryptologic activities : The activites and operations involved m the 
production of signals intelligence and the maintenance of signals 

security. . i i • 

Cryptology : The science of producing signals intelligence and main- 
taining signals security. (Also see cryptanalysis and cryptography.) 

Cryptomaterial*: All material (including documents, devices, or 
equipment) that contains cryptographic information and is essential 
to the encryption, decryption, or authentication of telecommunications. 
Cryptosecurity: Shortened form of cryptographic security. See 

above. . i 

Cryptosystem : Shortened form of cryptographic system. See above. 
Current intelligence* : Intelligence of all types and forms of im- 
mediate interest to the users of intelligence; it may be disseminated 
without the delays incident to complete evaluation, interpretation^ 
analysis, or integration. _ ^ . n • 

Customer : An authorized person who uses intelligence or intelligence 
information either to produce other intelligence or directly in the 
decisionmaking process; it is synonymous with consumer and user. 

Damage assessment: (1) (Intelligence Community context.^ An 
evaluation of the impact of a compromise in terms of loss of intel- 
ligence information, sources, or methods, and which may describe 
and/or recommend measures to minimize damage and prevent future 
compromises. (2) (Military context.) An appraisal of the effects of 
an attack on one or more elements of a nation’s strength (military,. 
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economic, and political) to determine residual capal ility for further 
military action in support of planning for recovery ai d reconstitution, 

DCID Attachment: An annual publication 1^ the Director of 
Central Intelligenee (DCI) which establishes a priorities classification 
system ; it presents requirements categories and countries in a 

geotopical matrix, against which priorities are assigni d which provide 
the Intelligence Community with oasic substantive ji brities guidance 
for the conduct of all U.S. foreign intelligenee activities; it includes a 
system for adjusting priorities between annual publications; priorities 
axe approved by the DC! with the advice of the Natidinl Foreign Intel- 
ligence Board. (Also see priority.) 

Deception: Those measures designed to mislead ^ foreign power, 
organization, or person by manipulation, distortion, j>r falsification oi 
evidence to induce him to react in a manner prejudici'.^ I to his interests. 
(Also see communications deception, electronic countermeasures, and 
manipulative deception.) 

Declassification : Kemoval of official information from the protective 
status afforded by security classification : it require! a deteimiination 
that disclosure no longer would be detrimental to n itional security. 
(Also see classification.) 

Decode : To convert an encoded message into plain fc xt. 

Decompartmentation : The removal of information from a compart- 
mentation system without altering the information f ) conceal sources, 
methods, or analytical procedures. (Also see compart aentation.) 

Decrypt : To transform an encrypted communicatic js into its equiva 
lent plain text. i 

Decipher : To convert an enciphered coinmunicatfc>n into its eqnin 
lent plain text. 

Defector* : A national of a designated country who has escaped froe 
its control or who, being outside its jurisdiction and €«mtrol, is unwil- 
ing to return and who is of special value to anol oer govemme 
because he is able to add valuable new or confirmitoiy intelligen 
information to existing knowledge about his country. ' Also see emig 
refugee, and disaffected person.) g. 

Defense Intelligence Community* : Kefers to thi Defense Inteor 
gence Agency (DIA), the National Security Agency (NSA) and tr- 
Military Services’ intelligence offices including Department of Trs 
fense (DoD) collectors or specialized intelligence tii rough reconnsee 
sance programs. 

Departmental intelligence* : Foreign intelligence pr >duced and ’ 
within a governmental department or agency in mecM Ing its assi/ity. 
responsibilities. 

Direction finding (DF) : A procedure for obtaiis ng bearing^ 
radio frequency emitters with the use of a directioiihl antenna ainy 
display unit on an intercept receiver or ancillary e(f upment. hi- 

Director of Central Intelligence (DCI) : The President’s princ: 
foreign intelligence adviser appointed by him with f jc consent ofece 
Senate to be the head of the Intelligence Community and Dire< 
of the Central Intelligence Agency and to discharge: those authoriht 
and responsibilities as they are prescribed by law anE by Presiden cy 
and National Security Council directives. qs- 

ace 

*Soe Appendix B, Alternate Definitions. 
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Director of Central Intelligence Committee: Any one of several 
committees established by the Director of Central Intelligence (DCI) 
to advise him and to perform whatever functions he shall deternune; 
DOI Committees uau^y deal with Intelligence Community concerns, 
and their terms of reference ordinarily are specified in DCI Directives ; 
members may be drawn from all components of the Intelligence Com- 
munity. (Also see Director of Central Intelligence Directive.) 

Director of Central Intelligence Directive (DCID) : A directive is- 
sued by the Director of Central Intelligence which outlines general 
policies and procedures to be followed by intelligence agencies and 
organizations which are under his direction or review. 

Disaffected person: A person apparently disenchanted wim his 
current situation who may therefore be exploitable for intelligence 
purposes; e.g., by the willingness to become an agent or defector. (Also 

see walk-in.) i 

Disclosure : The authorized release of classified information through 
approved channels. 

Dissemination* : See intelligence cycle. 

Domestic collection : The acquisition of foreign intelligence infor- 
mation within the United States from governmental or nongovern- 
mental organizations or individuals who are willing sources and choose 
to cooperate by sharing such information. 

Double agent* : An agent who is cooperating with an intelligence 
service of one government on behalf of and under the control of an 
intelligence or security service of another government, and is manipu- 
lated by one to the detriment of the other. 

Downgrade : To change a security classification from a higher to a 

lower level. . 

Economic intelligence* : Foreign intelligence concerning the produc- 
tion, distribution and consumption of goods and services, labor, fi- 
nance, taxation, and other aspects of the international economic 


^Economic Intelligence Committee (EIC) : See Director of Central 
Intelligence Committee. (Also see DCID 3/1.) 

Electro-optical intelligence (ELECTEO-OPTINT) : Intelligence 
information derived from the optical monitoring of the electromag- 
netic spectrum from ultraviolet (0.01 micrometers) through far (tong 
wavelength) infrared (1,000 micrometers). (Also see optical 
intelligence.) 

Electronic countermeasures (ECM) : That division of electronic 
warfare involving actions taken to prevent or reduce an adversary’s 
effective use of the electromagnetic spectrum. Electronic countermeas- 
ures include electronic jamming, which is the deliberate radiation, re- 
radiation, or reflection of electromagnetic energy with the object of 
impairing the uses of electronic equipment used by an adversary; 
and electronic deception, which is similar but is intended to mislead 
an adversary in the interpretation of information received by his elec- 


tronic system. n . . . 

Electronic counter-countermeasures (ECCM) : The division ol elec- 
tronic warfare involving actions taken to ensure the effective use of 
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the electromagnetic spectrum despite an adversary’s used of electronic 
countermeasures. (Also see electronic warfare.) 

Electronic emission security: Those measures tairen to protect all 
transmissions from interception and electronic analy is. 

Electronic intelligence* (ELINT) : Technical and intelligence in- 
formation derived from foreign noncommunications electromagnetic 
radiations emanating from other than atomic detona ion or radioactive 
sources. 

Electronic order of battle* (EOB) : A listing of m ^communications 
electronic devices including site designation, nome iclature, location, 
site function, and any other pertinent information tlitained from any 
source and which has military significance when rehr ed to the devices. 

Electronic security* (ELSEC) : The protection -esulting from all 
me^ures designed to deny unauthorized persons inf ormation of value 
which might be derived from their intercept and am) lysis of non-com- 
munications electromagnetic radiations; e.g,, radai 

Electronic surveillance* : Acquisition of a nonpub' ic communication 
by electronic means without the consent of a person vvho is a party to 
an electronic communication or, in the case of a nonelectronic com- 
munication, without the consent of a person who is visibly present at 
the place of cornmunication, but not including the i ^e of radio direc- 
tion finding equipment solely to determine the locatio ji of a transmitter. 

Electronic warfare (EW) : Military action involvj ig the use of elec- 
tromagnetic energy to determine, exploit, reduce, in- prevent hostile 
use of the electromagnetic spectrum, and action which retains friendly 
use of the electromagnetic spectrum. (The three divi ions of electronic 
warfare are: electronic warfare support measures, e-cctronic counter- 
measures, and electronic counter-countermeasures.) 

Electronic warfare support measures (ESM) : Thi s division of elec- 
tronic warfare involving actions to search for, interc* pt, locate, record, 
and analyze radiated electromagnetic energy for tlio purpose of ex- 
ploiting such radiations in support of military oper itions; thus, elec- 
tronic warfare support measures provide a source cd electronic war- 
fare information which may be used for immediate action involving 
conduct of electronic countermeasures, electronic coulril er-countermeas- 
ures, threat detection and avoidance, target acquisii on, homing, and 
other combat support measures. 

Emanations security (EMSEC) : The protection i suiting from all 
measures designed to deny unauthorized persons information of value 
which might be derived from intercept and analysis if compromising 
emanations from other than cryptographic equipmer f. and telecommu- 
nications systems. (Also see emission security.) 

Emigre: A person who departs from his country ft r any lawful rea- 
son with the intention of permanently resettling elsf where. (Also see 
refugee and defector.) 

Emission security: The component of communications security re- 
sulting from all measures taken to deny to unauthc dzed persons in- 
formation of value which might be derived from intei cept and analysis 
of compromising emanations from cryptographic eqsdpment and tele- 
communications systems. (Also see emanations secui l,y.) 

Encode: To convert plain text into a different foirii by means of a 
code. 


♦See Appendix B, Alternate Definitions. 
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Encipher* : To encrypt plain text by means of a cipher. (Also see 
cipher.) 

Encr;^pt* : To convert plain text into a different form in order to 
conceal its meaning. 

End product: See finished intelligence, (Also see product.) 

Ener^ intelligence : Intelligence relating to the technical, economic 
and political capability and programs of foreign countries to engage 
in development, utilization, and commerce of basic and advanced 
energy technologies; it includes: the location and extent of foreign 
energy resources and their allocation; foreign government energy 
policies, plans, and programs; new and improved foreign energy te<3i- 
nologies; and economic and security aspects of foreign energy supply, 
demand, production distribution, and utilization. 

Espionage* : Intelligence activity directed toward the acquisition of 
information through clandestine means and proscribed by the laws of 
the country against which it is committed. 

Essential elements of information (EEI) : Those items of intelli- 
gence information essential for timely decisions and for enhancement 
of operations and which relate to foreign power, forces, targets, or the 
physical environment. 

Estimative intelligence : A category of intelligence which attempts 
to project probable future foreign courses of action and developments 
and their implications for U.S. interests ; it may or may not be coordi- 
nated and may be either national or departmental intelligence. 

Evaluation* : Appraisal of the worth of an intelligence activity, in- 
formation, or product in terms of its contribution to a specific goal; or 
the credibility, reliability, pertinency, accuracy, or usefulness of in- 
formation in terms of an intelligence need. Evaluation may be used 
without reference to cost or risk, particularly when contrasted with 
assessment. (Also see assessments) ; it is also a process in the production 
step of the intelligence cycle. (See intelligence cycle.) 

Evasion and escape (E&E) : The procedures and operations whereby 
military personnel and other selected individuals are enabled to emerge 
from enemy-held or hostile areas to areas under friendly control. 

Evasion and escape intelligence : Processed intelligence information 
prepared to assist personnel to avoid capture if lost in enemy- 
dominated territory or to escape if captured. 

Exploitation*: The process of obtaining intelligence information 
from any source and taking advantage of it for intelligence purposes. 
(Also see source.) 

^ Finished intelligence ; The result of the production step of the intel- 
ligence cycle; the intelligence product. (Also see intelligence cycle and 
end product.) 

Foreign affairs community; Those U.S. Government dej)artments, 
agencies^ and other organizations which are represented in fj.S. diplo- 
matic missions abroad, and those which may not be represented abroad 
but are significantly involved in international activities with the gov- 
ernments of other nations. 

Foreign counterintelligence (FCI) : Intelligence activity, with its 
resultant product, intended^ to^ detect, counteract, and/or prevent 
espionage and other clandestine intelligence activities, sabotage, inter- 
national terrorist activities, or assassinations conducted for or on be- 


*See Appendix B, Alternate Definitions. 
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ioJf .powers, organizations or persons; it does not mclude 

pe^nnel, physical, document, or communicationi ecurity programs 
Foreign instrumentation signals (FIS) : Electroinagnetic eiSSs 

operational depS.i'ment of nQn-U.S 
for T ®orface, and subsurface systems which ajuy have either mili- 

tary or cmhan application ; it includes but is not Unfited to tS siSs 
from telemetry, beaconry, electronic interrogatoil , trachinir/fusiim/ 
arming/command sy^ms, and video data links. ^ 

horeign instrumentation signals intelligence (FISINT) : Tecbiiical 
^d intelligence information derived from intercept of foreiiinstTO- 
mentation signals (see above) . ^ insrru 

^ For^ intelligence* (FI) : The product resultfflig from collection 
evaluation, analysis, mt^ation, and interpretatf < m of intelligence 
information atout a foreign power and which is significant to the 
foreign relations, or economic intexcsts of the United 
.States, and which is provided by a government ageary tiat is LSd 

official: A person acting in an official fepacitv on belialf 
^ ^ power, attached to a foreign diplomat^ establishment or 

an establishment under the control of aloreijn po^r or emplS W 
a public mteniational organization ^ ’ employed by 

avsTZ''wH;Kii;® “*'"1 <*■““> ^ ''■> ■"'■■“'‘■d waging 

MStem which raster scans the scene viewed by internal means bo& 
horizontally and vertically; it can be spaceborne, al bf rn^ffaiKm^ 
mounted on a ground vehicle, or placed at a fixed the, ^TndlS^S 

of iiew IS determined by the optics used, the scannim mechanism and 
the dimensions of the detector array. ^ inecnanism, and 

Fusion: The blending of intelligence information from multinle 
soOTces to produce a smgle intelligence product. ^ 

Tusion center: A term used within the Department of Defense 
referring to an organization having the responsibility ,f blending Sh 
compartmented mtelligence information with all oT cr availai&e in- 
formation m order to support military operations. (Also see actionable 
intelligence and tactical intelligence.) acuonaoie 

General Defense TntelHgence Program (GDIP) : 0, e National For- 
eign Intelligence Program. 

Geographic (al) intelligence: Foreign intelligence iealing with the 
location description, and analysis of physical and ctltural factors of 
tne world, (e,g., terrain j climate, natural resources, transportation 
boundaries, population distribution) and their clmnfes through time’ 

General medical intelligence (GMI) : Sec medica* intellig^ce 
Guidance*: Advice which identifies, interprets, cljgifies. mid/or ex- 
paiKis upon an information need. (Also see informafc >n need.) 

Human intelligcmce (HUMINT) : A category of intelligence in- 
formation derived from human sources. (Also see imraii n source report- 
mg and human resources collection. ) ^ 

• See Appendix B, Alternate Definitions. 
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Human resources collection:^! activities which 
intelligence information from human sources. (See human intelligenc 

^^Human^TsourcL Committee (HRC) : See Director of Central In- 

‘'fc unwittingly conveys by 

an^ means information of potential intelligence value to an intelligence 

"‘"'Human source reporting: The flow of intelligence mformation from 
those X gather it to the customer; it mav ^ome from 
gathering activities either within or outside the Intelligence C^ 
munity. f A form of tlie term is also used to denote an item of informa- 
tion being conveyed, as in human source report). (Also see huma 

“‘*Ille|alfin officer or employe© of an intelligence, organization who 
is dispatched abroad and wlm has no overt connection with the mtel- 
ligence organization with which he is connected or with the govern 

ment operating that intelligence organization. _ jn-ectlv 

Illegal agent: An agent operated by an illegal residency oi diiectiy 
by the headquarters of an intelligence organization. (Also see illegal 

‘""'illegal communication : An electronic communication or signal made 
without the legal sanction of the nation where it onginates 

Illegal residency : An intelligence apparatus cstablwhed in a foie ^ 
‘ountrv and composed of one or more intelligence officers, and whioli 
as noVparent connection with the sponsoring intelligence orgamza- 
on or wfth the government of the country operating the mtenigence 
•o'anization. (Also see legal residency.) , . 

Illicit communication : ^.electronic communication or simal on - 

ted in support of clandestine operations; it is a type of clandestine 

llSaS^^!^^Sepresentations of objects reproduced electronically or 
oot?cal means on film, electronic display devices, or other media, 
'magerv intelligence (IMINT) : The collected products of imagery 
eTpStaXVo^cessed^ intefligence use. (Also see imagery inter- 

Saiy 'tUtotioo (ID • H'e process of Win*, r«ognising. 
ntifvinK, and describing objects, activities, and terrain represented 
Vmap-erv • it includes photographic mterpretation. . , 

nitativo communications deception : See communications deception, 
litative deception : The introduction into foreign channels of elec- 
agnetic radiations which imitate his own emissions. 
iSions and warning (I&W) : Those intelligence activities in- 
led to detect and report time-sensitive intelligence information on 
ion developments that could involve a threat to U.S. or allied mili- 
.ToEl, or economic interests, or to U.S, citizens abroad. It en- 
nasses forewarning of: enemy hostile actions or intentions, the 
innence of hostilities; serious insurgency; nuclear/nonnuclear at- 
i on the U.S., its overseas forces, or allied nations ; hostile reactions 
U.S. reconnaissance activities, terrorist attacks ; and other smii 

if ormation : Unevaluated material of every description, at all levefe 
eliability, and from any source which may contain intelligence 
nation. (Also see intelligence information.) 

be Appendix B, Alternate Deflnltlona. 
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Information handling: Management of data or m formation which 
maj occur m connectum with any step in the intells^ence cycle: such 
m^agement may involve activities to transform, huniputoe, index, 
code, categorize, store, select, retrieve, associate or Aplay intelligence 
materials; it may mvolve the use of printing, photof aphic, computer 
or communications equipment, systems or network!: : it may include 
soitware programs to operate computers and proces data and/or in- 
lormation; and may include information contained in reports files, 
data bases, reference services and libraries. ’ 

• security : Safeguarding knowledge kirainst unauthor- 

ized disclosure ; or, the r^ult of any system of admii istrative policies 
and procedures of identifymg, controlling, and prbiecting from un- 
authorized disclosure or release to the public, information the protec- 
ticm ot which is authorized by executive order or sta'nte. # 

Information need: The requirement of an officii involved in the 
policymaking process or the intelligence productiofi process for tlxe 
best available mformation and intelligence on whii'h to base policy 
decisions, recommendations, or intelligence productio n. t 

Infrared imagery : A likeness or impression prod# -d as a result of 
sensing electromagnetic radiations emitted or reflect: d from a given 
target surface in the infrared portion of the electromagnetic spectrum. 

Integration : A process in the production stop of the intelligence 
cycle in which a pattern is formed through the select! ; n and combina- 
tion ot evaluated intelligence information. (Also see intelligence 
cycle.) i 

■ (1) A body of evidence and the co elusions drawn 
theretrom which is acquired and furnished in respoli ie to the know - 
or perceived requirements of customers; it is often il irived from in 
lormation which is concealed or not intended to be available for us 
by the acquirer; it is the product of a cyclical process. (Also see intt 
ligence cycle.) 

Examples: 

Policy development requires good intelligence. 

'Kmely intelligence is important to informed f.iecisionmakin 
(2). A term used to refer collectively to the functioos, activities, 
organizations which are involved in the process of planning, gathc 
in^, and analyzing information of potential value to rlecisionmake 
and to the production of intelligence as defined in (1) . bove. (Also % 
foreign intelligence and foreign counterintelligence. V / 

Examples: ^ 

Human source collection is an important intef gence activ 

Central Intelligence Agency. 

Intelligence is a demanding profession. 

Intelligence activity (ies)*: A generic term used tq mcompass a 
or all of the efforts and endeavors undertaken by int#iigence orga 
zations. (Also see intelligence organization.) “ 

Intelligence agency: A component organization of i'le Intelligen 
Community. (Also see Intelligence Community.) 

Intelligence assessment: A category of intelligence production tK-' 
encompasses most analytical studies dealing with sul (ects of poll* 
significance; it_ is thorough in its treatment of subject, matter— as # 
tinct from building-block papers, research projects^ and referei 

•See Appendix B, Alternate Definitions. 
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aids — but unlike estimative intelligence need not attempt to project 
future developments and their implications ; it is usually coordinated 
within the producing organization but may not be coordinated with 
other intelligence agencies. (Also see estimative intelligence) . 

Intelligence asset : Any resource — person, group, instrument, instal- 
lation, or technical system — at the disposal of an intelligence organiza- 
tion. 

Intelligence collector : A phrase sometimes used to refer to an organi- 
zation or agency that engages in the collection step of the intelligence 
cycle. (Also see intelligence cycle.) 

Intelligence Community (IC) : A term which, in the aggregate, re- 
fers to the following Executive Branch organizations and activities : 
the Central Intelligence Agency (CIA) ; the National Security Agency 
(NSA) ; the Defense IntSligence Agency (DIA) ; offices within the 
Department of Defense for the collection of specialized national 
foreigjU intelligence through reconnaissance programs; the Bureau of 
Intelligence and Kesearch (INE) of the Department of State; intel- 
ligence elements of the military seiwices; intelligence elements of the 
Federal Bureau of Investigation (FBI) ; intelligence elements of the 
Department of Treasury ; intelligence elements of the Department of 
Energy ; intelligence elements of the Drug Enforcement Administi'a- 
tion; and staft elements of the Office of the Director of Central 
Intelligence. 

Intelligence Community Staff (IC Staff) : A term referring to an 
organization under the direction and control of the Director of Cen- 
tral Intelligence (DCI) formed to assist the DCI in discharging hi& 
responsibilities relating to the Intelligence Community. 

Intelligence consumer : See customer. 

Intelligence cycle* : The processes by which information is acquired 
and converted into intelligence and made available to customers. There 
are usually five steps in the cycle : 

a. Planning and direction — determination of intelligence require- 
ments, preparation of a collection plan, issuance of orders and requests 
to information collection entities, and a continuous check on the pro- 
ductivity of collection entities. 

b. Collection* — acquisition of information or intelligence informa- 
tion and the provision of this to processing and/or production 
elements. 

c. Processing* — conversion of collected information and/or intelli- 
gence information into a form more suitable for tlie production of 
intelligence. 

d. Production* — conversion of information or intelligence informa- 
tion into finished intelligence through the integration, analysis, evalu- 
ation, and/or interpretation of all available data and the preparation 
of intelligence products in support of known or anticipated customer 
requirements. 

e. Dissemination* — conveyance of intelligence in suitable form to 
customers. 

Intelligence estimate* : The product of estimative intelligence. 

Intelligence information*: Information of potential intelligence 
value concerning the capabilities, intentions, and activities of any 
foreig^r power, organization, or associated personnel. 

♦See Appendix B, Alternate Definitions. 
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Intelligence Inf ormation Handling Committee (IIIC) : See Director 
of Central Intelligence Committee. (Also see DCID 14.) 

Intelligence information report : A product of the collection step of 
the intelligence cycle. (Also see intelligence report.) 

Intelligence officer: A professional employee of an i ntelligence orga- 
nization who is engaged in intelligence activities. 

Intelligence organization: A generic term used to r^fer to any orga- 
nization engaged in intelligence activities; it may inc hide either an in- 
telligence agency or a foreign intelligence service, or* both. (Also see 
intelligence agency and foreign intelligence service.! 

Intdligence Oversight Board (lOB) : A body lOi med by appoint- 
ment of the President to provide him and the Atto]^ ey General with 
reports and advice on the legality and propriety of j ntelligence activ- 
ities; membership and duties are expressed in Ex& utive Order No. 

12036. 

Intelligence producer : A phrase usually used to ref r to an organiza- 
tion or agency that participates in the production si ep of the intelli- 
gence cycle. (Also see intelligence cycle.) 

Intelligence related activities (IRA) : Those acti* ities specifically 
excluded from the National Foreign Intelligence Pb gram which : re- 
spond to departmental or agency tasking for time-se nsitive informa- 
tion on forei^ activities, respond to national Intelligence Community 
advisory tasking of collection capabilities which haf ^ a primary mis- 
sion of supporting departmental or agency missions or operational 
forces, of training persoimel for intelligence duties, are devoted to 
research and devmopment for intelligence and relate! capabilities. 

Intelligence report* : A product of the production 4ep of the inteh 
ligence cycle. (Also see intelligence information repi rt.) 

Intelligence requirement*: Any subject, general ur specific, upon 
which there is a need for the collection of intelligent ^ information or 
the production of intelligence. (Also see collection riSitpairement.) 

Intelligence Research and Development Council (I E&DC) : See Di- 
rector of Central Intelligence Committee. (Also see DCID 1/12.) 

Intelligence user : See customer. 

Interagency Defector Committee (IDC) : See Dis ector of Central 
Intelligence Committee. (Also see DCID 4/1.) 

Interagency intelligence memorandum (IIM) : A national intel- 
ligence assessment or estimate issued by the Director of Central In- 
telligence with the advice of appropriate National Foreign Intelligence 
Board components. 

Intercept(ion)* : Acquisition for intelligence pui])oses of electro- 
magnetic signals (such as radio communications) by dectronic collec- 
tion equipment without the consent of the signallers. 

Intercept station: A station which intercepts cor imunications or 
non-communications transmissions for intelligence purposes. 

International lines of communications (ILC) : 'D ose communica- 
tions services which are under the supervision of the International 
Telecommunication Union and which carry paid ptihlic communica- 
tions traffic between different countries; also knownr s: International 
Civil Communications, International Commercial ;( ommunications, 
Internationally-Leased Communications, Internath nal Service of 
Public Correspondence, and commercial communications. 


•See Appendix B, Alternate Definitions. 


Approved For Release 2004/03/25 : CIA-RDP81 M00980R003000090048-8 



Approved For Release 2004/03/25 :43IA-RDP81M00980R003000090048-8 

International terrorist activity* : The calculated use of violence, or 
the threat of violence, to attain political goals through fear, intimida- 
tiou or coorcionj usually involves a criminal act, often symbolic in 
nature, and is intended to influence an audience beyond the immediate 
victims. International terrorism transcends national boundaries in the 
carrying out of the act, the purpose of the act, the nationalities of the 
victims, or the resolution of the incident; such an act is usually (te- 
signed to attract wide publicity in order to focus attention on the 

existence, cause, or demands of the perpetrators. 

Interpretation : A process in the production step of the intelligence 
cycle in which the significance of information or intelligence informa- 
tion is weighed relative to the available body of knowledge. Also see 

intelligence cycle.) . o t\- 

Joint Atomic Energy Intelligence Committee (JAEiC) : bee Di- 
rector of Central Intelligence Committee. (Also see ECID b/S.) 

Joint intelligence: (1) (Military context.) Intelligence produced by 
elements of more than one military service of the same nation. (2) (In- 
telligence Community context.) intelligence produced by intelligence 
organizations of more than one country. 

leaser intelligence (LASINT) : Technical and intelligence mforma- 
tion derived from laser systems; it is a subcategory of electro-optical 
intelligence. (See electro-optical intelligence.) 

Legal residency : An intelligence apparatus in a foreign country and 
composed of intelligence officers assigned as overt representatives of 
their government but not necessarily identified as intelligence officers. 
(Also see illegal residency.) _ , ^ 

Manipulative communications cover : Those measures taken to alter 
or conceal the characteristics of communications so as to deny to any 
enemy or potential enemy the means to identify them. Also known as 
communications cover. 

Manipulative communications deception : See communications 
^^Man\*^lativ6 deception: The alteration or simulation of friendly 

electromagnetic radiations to accomplish deception. 

Measurement and signature intelligence* (MASINT) : Scientific 
and technical intelligence information obtained by quantitative and 
qualitative analysis of data (metric, angle, spatial, wavelength, time 
dependence, modulation, plasma, and hydromagnetic) derived from 
specific technical sensors for the purpose of identifying any distinctive 
features associated with the source, emitter, or sender and to facilitate 
subsequent identification and/or measurement of the same. 

Medical intelligence* (MEDINT) : Foreign intelligence related to 
all aspects of foreign natural and man-made environments which could 
influence the health of military forces ; it incorporates general medical 
intelligence which is concerned with foreign biological medical capa- 
bilities and health situations, and medical scientific and technical intel- 
ligence which assesses and predicts technological advances of medical 
significance, to include defense against Chemical, Biological, Radio- 
logical Warfare ; it applies to both tactical and strategic planning and 
operations, including military and humanitarian efforts. (Also see 
biographical intelligence.) 

♦See Appendix B, Alternate Definitions. 
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Military intelligence (MI) : Basic, current, or etJ imative intelli- 
gence on any foreign military or military -related situ tion or activity. 

Monitor: To observe, listen to, intercept, record, ©»■ transcribe any 
form of communication or media for collection of iiielligence infor- 
mation or communications security purposes, either ov rtly or covertly. 

Multi-level security: (For automatic data processing (ADP) sys- 
tems.) Provisions for the safeguarding of all infof ; lation within a 
multilevel information handling system. The multile vel information 
handling system permits various levels, categories, imd/or compart- 
ments of material to be concurrently stored and processed in a 
remotely-accessed resource-sharing ADP system, whilk- simultaneously 
permitting material to be selectively accessed and mo nipulated from 
variously controlled terminals by personnel having ditferent security 
clearances and access approvals. Security measures are herefore aimed 
at ensuring proper matches between information secuiity and person- 
nel security. (Also see uni-level security.) 

National estimate : See national intelligence estimate. 

National Foreign Asse.ssment Center (NFAC) : An organization 
established by and under the control and supervision of the Director 
of Central Intelligence, which is responsible for prod® uon of national 
intelligence. 

National Foreign Intelligence Board (NFIB) : A body formed to 
provide the Director of Central Intelligence (DCI) ivitli advice con- 
cerning: production, review, and cooi dination of Bidional foreign 
intelligence the National Foreign Intelligence Prograiu budget; inter- 
agency exchanges of foreign intelligence information : arrangements 
with foreign governments on intelligence matters; protection of 
intelligence sources or methods; activities of commpo concern; and 
such other matters as are referred to it by the DCI. It is composed of 
the DCI (chairman), and other appropriate officers )f the Central 
Intelligence Agency, the Office of the DCI, Departmer t of State, De- 
partment of Defense, Department of Justice, Department of the Treas- 
niy. Department of Energy, the offices within the Department of 
Defense for reconnaissance programs, the Defense Int iligence Agen- 
cy, die National Security Agency, and the Federal Bu -eau of Investi- 
gatimi; senior intelligence officers of the Army, Navyi and Air Force 
participate as observers ; a representative of the Assists it to the Presi- 
dent for National Security Affairs may also attend meetings as an 
observer. 

National Foreign Intelligence Program (NFIP) • Includes the 
programs listed below, but its composition shall be suby : et to review by 
the National Security Council and modification by the President. 

(a) The programs of the Central Intelligence Agencj ; 

T Consolidated Cryptologic Program, the G neral Defense 

Intelligence Program, and the programs of the offices within the De- 
partment of Defense for the collection of specialized national foreign 
intelligence through reconnaissance except such elemen t ; as the DirS:- 
tor of Central Intelligence and the Secretary of Defeh:; ; agree should 
be excluded; 

. Other programs of agencies within the Intelln cnce Commu- 
nity designated jointly by the Director of Central ihrelligence and 
the head of the department or by the President as national foreign 
intelligence or counterintelligence activities : 
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(d) Activities of the staff elements of the Office of the Director of 

Central Intelligence. , n i 

(e) Activities to acquire the intelligence required lor the planning 
and conduct of tactical operations by the United States military forces 
are not included in the National Foreign Intelligence Program. 

National intelligence*; Foreign intelligence produced under the 
aegis of the Director of Central Intelligence and intended primarily 
to be responsive to the needs of the President, the National Security 
Council, and other Federal officials involved in the formulation and 
execution of national security, foreign political, and/or economic 

^^National intelligence asset; An intelligence asset funded in the N^ 
tional Foreign Intelligence Program, the primary purpose of which 
is the collection or processing of intelligence information or the pro- 
duction of national intelligence. (Also see intelligence asset and na- 
tional intelligence.) 

National Intelligence Estimate* (NIE) ; A thorough assessment ot 
a situation in the foreign environment which is relevant to the formu- 
lation of foreign, economic, and national security policy, and which 
projects probable future courses of action and developments; it is 
structured to illuminate differences of view within the Intelligence 
Community ; it is issued by the Director of Central Intelligence with 
the advice of the National Foreign Intelligence Board. (Also see Spe- 
cial National Intelligence Estimate.) 

National Intelligence Officer (NIO) : The senior staff officer of the 
Director of Central Intelligence (DCI) and the DCI’s Deputy for 
National Intelligence for an assigned area of substantive responsi- 
bility ; he manages estimative and interagency intelligence production 
on behalf of the DCI; he is the principal point of contact between the 
DCI and intelligence consumers below the cabinet level ; he is charged 
with monitoring and coordinating that portion of the National For- 
eign Assessment Center’s production that involves more than one 
office or that is interdisciplinary in character; and is a primary source 
of national-level substantive guidance to intelligence Community 
planners, collectors, and resource managers. 

National Intelligence Tasking Center (NITC) : The central orga- 
nizational mechanism established under the direction, control and 
management of the Director of Central Intelligence for coordinating 
and tasking national foreign intelligence collection activities, and for 
jiroviding advisory tasking to other intelligence and information 
gathering activities. 

National security ; The territorial integrity, sovereignty, and inter- 
national freedom of action of the United States. (Intelligence activi- 
ties relating to national security encompass all the military, economic, 
political, scientific and technological, and other aspects of foreign de- 
velopments which pose actual or potential threats to U.S. national 
interests.) 

National/tactical interface: A relationship between national and 
tactical intelligence activities encompassing the full range of fiscal, 
technical, operational, and programmatic matters. 

Near-real-time ; The brief interval between the collection of infor- 
mation regarding an event and reception of the data at some other 

♦See Appendix B, Alternate Definltiona. 
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location, caused by the time required for processimr, commumcatioiis, 
and display, ’ 

Net assessment: A coniparative review and anal\ ds of opposimr na- 
ponal strengths, capabilities, vulnerabilities, and Weaknesses. (An in- 
telligence net assessment involves only foreign con tries ) 

Nuclear intelligence (NUCINT) : Intelligence dfe rived from the col- 
lecUon and analysis of radiation and other effects re ulting from radio- 
active sources. ^ 

Nuclear proliferation intelligence: Foreign intei igence relatirifj' to 
(1) scientific, technical, and economic capabilities nd programs and 
the political plans and intentions of nonnuclear weapons states or 
foreign organizations to acquire nuchjar weapons aiid/or to acquire tlie 
requisite special nuclear materials and to carry oil research, develop- 
rnent, and manufacture of nuclear explosive device , and ; (2) the at- 
titudes, policies, and actions of foreign nuclear suj plier countries or 
organizations within these countries toward provision of technolo^des, 
facilities, or special nuclear materials which couM assist nonnuclear 
weapon states or foreign organizations to acquire ir develop nuclear 
explosive devices. 

Official : See foreign official. 

Official information: Information which is subja t to the control of 
the United States Government. 

Open ^rce information: A generic term dcscfU>ing information 
of jiotential intelligence value (i.e., intelligence infpjmation) which is 
available to the general public. 

Operational control (OPCON) : (military conte s t) The authoiity 
delegated to a commander to direct forces assignee so that the com- 
mand^ may accomplish specific missions or taska which are usuallv 
limited by function, time, or location: to deploy th€s forces concerned* 
and to retain or assign tactical control of those fora s. (It does not of 
itself, include administrative or logistic control.) ’ 

Operational intelligence* (OPINTEL) : Intellig mce required for 
planning and executing operations. 

Operations security (OPSEC) : Those measures d -signed to protect 
information concerning planned, ongoing, and ccwi: oleted operations 
against unauthorized disclosure. 

Optical intelligence (OPTINT) : That portion of dectro-optical in- 
telligence that deals with visible light. (Also mQ electro-optical 
intelligence.) ^ 

Order of battle (OB) : Intellig^mce pertaining (:o identification, 
strength, command structure, and disposition of the personnel, units, 
and equipment of any foreign military force. (1 Iso see technical 
intelligence.) 

Overt : Open ; done without attempt at concealment 
Overt collection: The acquisition of intelligence oeiformation from 
public media, observation, government-to-govemmeai ■ dialogue, elicita- 
tion, and from the sharing of data openly acquiredt the process may 
be classified or unclassified; the target and host go\ ^rnments as well 
as the sources involved normally are aware of tlie general collection 
activity although the spcicific acquisition, sites, and processes may be 
successfully concealed. 

I enetration : (1) (clandestine opcirations.) TIh!; recruitment of 
agents within or the infiltration of agents or introdu tion of technical 


♦See Appendix B, Alternate Definitions. 
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nioiiitoring devices into an organization or groim or physical facility 
for. the purpose of acquiring information or influencing its activities 
(2) (automatic data processing (ADP) operations.) The unauthor- 
ized extraction and identification of recognizable information from a 
protected ADP system. i i • • 

Personnel security: The means or procedures — such as selective in- 
vestigations, record checks, personal interviews, and supervisory con- 
ti^ols— designed to provide reasonable assurance that persons being con- 
sidered for or granted access to classified information are loyal and 

trustworthy. „ , . .n 

Photographic intelligence (PHOTINT) : The collected products o± 
photographic interpretation classified and evaluated for intelligence 
use ; it is a category of imagery intelligence. 

Photographic interpretation (PI) : The^ process of locating, rcc- 
ognizing, identifying, and describing objects, activities, and ter- 
rain I’epresented on photography ; it is a category of imagery 

interpretation. ^ , p i.. 

Physical security* : Physical measures — such as safes, vaults, pe- 
rimeter barriers, guard systems, alarms and access controls — deigned 
to safeguard instSlations against damage, disniption or unauthorized 
entry ; information or material against authorized access or thett ; and 
specified personnel against harm. , i 4 . 

Plain text* : ISTormal text or language, or any symbol or signal, that 
conveys information without any hidden or secret meaning. 

Planning and direction : See intelligence cycle.^ Tj. \ 

Policy Review Committee (As pertains to intelligence matters) 
(PRC(I)) : A committee established under the National Security 
Council which when meeting under the chairmanship of the Director of 
Central Intelligence is empowered to establish requirements and prior- 
ities for national foreign intelligence and to evaluate quality of 
the intelligence product; it is sometimes referred to as the Policy Re- 
view Committee ( Intelligence) ; its specific duties are defined m Ex- 
ecutive Order No. 12036, , . , 

Political intelligence* : Intelligence concerning the dynamics of the 
internal and external political affairs of foreign countries, regional 
groupings, multilateral treaty arrangements and organizations, and 
foreign political movements directed against or impacting upon estab- 
lished goverenments or authority. ^ , V 

Positive intelligence : A term of convenience sometimes applied to 
foreign intelligence to distinguish it from foreign counterintenigence. 

Priority: A value denoting a preferential rating or precedence in 
position which is used to discriminate among competing entities ; the 
term normally used in conjunction with intelligence requirements in 
order to illuminate importance and to guide the actions planned, being 
planned, or in use, to respond to the requirements. 

Processing* : See intelligence cycle. 

Product: (1) An intelligence report disseminated to customers by an 
intelligence agency. (2) In SIGINT usage, intelligence information 
derived from analysis of SIGINT materials and published as a report 
or translation for dissemination to customers (Also see production in 
Appendix B.) 


•See Appendix B, Alternate Definitions. 
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Production* : See intelligence cycle. 

: A business entity owned, in whole f in part, or con- 
trolled by an intelligence organization and operated to provide private 
commercial cover for an intelligence activity of that organisation, 
(Also see cover.) 

Eadar intelligence (EADINT) : Intelligence information derived 
from data collected by radar. 

Eadiation intelligence* (EINT) : The functions and characteristics 
derived from information obtained from uninten- ional electromag- 
netic energy emanating from foreign devices; excludes nuclear detona- 
tions or radioactive sources. 

^ Eaw intelligence: A colloquial term meaning collected intelligence 
information which has not yet been converted into intelligence. (Also 
see intelligence information.) 

Eeconnaissance (EECCE or EECON) : An operation undertaken 
to obtain by visual oliservation or other detection mt thods information 
relating to the activities, resources or forces of a foi cign nation ; or to 
secure^ data concerning the meteorological, hydr< rgraphic, or rr^o- 
graphic characteristics of a particular area. ^ 

Eecruitment-in-place : A per^n who agrees to becrmie an agent and 
retain ms position in his organization or government while reporting 

security organization of a foreign country. 

EEL) /SLACK Concept : The separation of electr ical and electronic 
circuits, components, equipment, and svsteins which handle classified 
plmn language information in electric signal form (liED) from those 
winch h^dle encrypted or unclassified information ^ BLACK) ; EED 
and BLACK terminology is used to clarify specifi : criteria relating 
to and differentiating between such circuits, components, equipment, 
and systems and the areas in which they are containeiL 

Eefugee : A person who is outside the country or area of his former 
nabitual resident and who, because of fear of being persecuted or be- 
cause of hostilities in that country or area, is unwfiung or unable to 
return to it. (Also see defector and emigre.) 

Eeport: See intelligence report and intelligence iii formation report. 

Eequirement* : See intelligence requirement or collection 
requirement. 

Eesidence : See illegal residency and legal residencnf . 

Sabotage: Action against material, premises or utilities, or their 
production, which injures, interferes with, or obsti nets the national 
serarity or ability of a nation to prepare for or cai y on a war. 

Safe house: A house or premises controlled by a ti" intelligence or- 
ganzation that affords at least temporarily — securp y for individuals 
involved or equipment used in clandratine operation^ 

Sanitization The process of editing or other wisii altering intelli- 
gence information or reports to protect sensitive intelligence sources, 
methods, capabilities, analytical procedures, or privil-'ged information 
in order to permit wider dissemination. 

. Smentific and technical (S&T) intelligence*: Intf 'ligence concern- 
ing foreign developments in basic and applied scient iiic and technical 
research and development including engineering and [iroduction tech- 
mques, new technology, and weajion systems and their capabilities and 
characteristics; it also includes intelligence which inquires scieiitific 

♦See Appendix B, Alternate Definitions. 
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or tBchnical expertise on the part of the analystj such as medicine, 
physical health studies, and behavioral analyses. c* -r\* 

Scientific and Technical Intelligence Committee (fellO) : pee JJi- 
rector of Central Intelligence Committee, (Also see DCID 3/5.) 

Security: Establishment and maintenance of protective measures 
which are intended to ensure a state of inviolability from hostile acts 
or influences. 

Security classification : See. classification. ^ , -r i 

Security Committee (SECOM) : See Director of Central Intel- 
ligence Committee. (Also see DCID 1/11 r) 

Sensitive* : Eequiring special protection from disclosure to avoid 
compromise or threat to the security of the sponsor. 

Sensitive compartmented information* (SCI) : All mformatmn and 
material requiring special controls for restricted handling within com- 
partmented intelhgence systems and for which compaiimentation is 
established, (Also see compartmentation.) 

Sensitive intelligence sources and methods: A collective term for 
those persons, organizations, things, conditions, or events that provide 
intelligence information and those means used in the collection, P.^'oc- 
essing, and production of such information which, if compromised, 
would be vulnerable to counteraction that could reasonably be expected 
to reduce their ability to support U.S. intelligence activities. 

Service Cryptologic Agency (ies) (SCA) : See Service Cryptologic 
Elements. 

Service Cryptologic Elements : A term used to designate separately 
or together those elements of the U.S. Army, Navy, and Air Force 
which perform ciyptologic functions; also known as Service Crypto- 
logic Agencies and Service Cryptologic Organizations. ^ 

Service Cryptologic Organizations (SCO) : See Service Cryptologic 
Elements. 

Sensor; (1) A technical device designed to detect and respond to 
one or more particular stimulae and which may record and/ or transmit 
a resultant impulse for interpretation or measurement ; often called a 
technical sensor. (2) Special sensor : An unclassified term used as a 
matter of convenience to refer to a highly classified or controlled tech- 
nical sensor. 

Side-looking airborne radar (SLAE) : An airborne radar, viewing 
at right angles to the axis of the vehicle, which produces a presenta- 
tion of terrain or targets. 

SIGINT activity : Any activity conducted for the purpose of produc- 
ing signals intelligence. (Also see SIGINT-related activity.) 

SIGINT Committee: See Director of Central Intelligence Com- 
mittee. (Also see DCID 6/1.) 

SIGINT-related activity: Any activity primarily intended for a 
purpose (s) other than signals intelligence (SIGINT), but which can 
be used to produce SIGINT, or which produces SIGINT as a by- 
product of its principal function (s). (Also see SIGINT activity.) 

SIGINT technical information : Information concerning or derived 
from intercepted foreign transmissions or radiations which is com- 
posed of technical information (as opposed to intelligence) and which 
is required in the further collection or analysis of signals intelligence. 


♦See Appendix B, Alternate Definitions. 
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Signal*: Anything intentionally transmitted by visual and other 
electromagnetic, nuclear, or acoustical methods for dther communica- 
tions or non-communications puraoses. 

Signals inteUigence* (SIGIKT) : Inteligence information compi’is- 
ing either individually or in combination all comnumications intel- 
ligence, electronics intelligence, and foreign instrujaentation signals 
intelligence, however transmitted. 

Signals security (SIGSEC) : A term which includes communica- 
tions security and el^tronics security and which encpinpa^es measures 
intended to deny or counter hostile e:s:ploitation of electronic emissions. 

Signals security acquisition and analysis: The ac [uisition of elec- 
tronic emissions and subsequent anlysis to determine* empirically the 
psceptibility of the emission to interception and explcHtation by hostile 
intelli»e_nce services; it includes cataloging the tranarnission spectrum 
and taking signal parametric measurements as requiJ ed, but does not 
include acquisition of information carried on the sji tern; it is one of 
the techniques of signals security surveillance, see signals se- 

curity surveillance.) 

Signals security surveillance: The systematic extonnation of elec- 
tronic emissions to determine the adequacy of sigir ils security mea- 
sures, to identify signals security deficiencies, to pi ovide data from 
which to predict the effectiveness, of proposed idgnals security 
measures, and to confirm the adequacy of such measures after 
implementation. 

Source*: A person, device, system, or activity from which intel- 
ligence information is obtained. (Also see human soiirce and sensitive 
intelligence sources and methods.) 

Special activities: As defined in Exerative Order yo. 12036, activi- 
ties conducted abroad in support of national foreign |>o]icy objectives 
which are designed to further official United Stati > programs and 
policies abroad and which are planned and executed so that the role 
of the United States Government is not apparent or acknowledged 
publicly, and Enactions in support of such activities, hut not inchicmig 
diplomatic activity or the collection and production f>f intelligence or 
related support functions ; also known as covert action. (Also see covert 
action.) 

Special Activities Offi,ee(r) (SAG) ; A control loint for certain 
categories of compartmented information. (The acroiivm is often used 
to refer to the compafrmented information itself, ) 

Special Coordination Committee (SCO) : A comi|iittee established 
under the National Security Council which deals inter alia with the 
oversight of sensitive intelligence activities, such m covert actions, 
winch are undertaken on Presidential authority. 

Special intelligence (SI) : An unclassified term usi -J to designate a 
category of sensitive compartmented information (SCI). (Also see 
sensitive compartmented information.) 

Sjiecial intelligence communications* (SPINTCOSlM) : A commu- 
nications network for the handling of all special inte'l figence and con- 
sisting of those facilities under the operational and i cclmical control 
ot the chief of intelligence of each of the military dq^artments, under 
the management of the Defense Intelligence Agencju and under the 

♦See Appendix B, Alternate Definitions. 
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teclmical and security specification criteria established and monitored 

^^Sp^M^^ShinariiiteU^'enc Estimate (SNIE) : National Intel- 
lignLe Estimates (NIEs) which are relevant to specific P^lmy prob- 
lems that need to be addressed m the immediate 
generally unscheduled, shorter, and prepared more quickly than NIEs 
and are coordinated within the Intelligence Community to the extent 
that time permits. (Also see National Intelligence Estimate.) 

Special Security Office(r) (SSO) : A control point for security pro- 
cedures wdthin any activity authorized access to sensitive compart- 
mented mformation. 

Special sensor* : See sensor. ^ . , . • ^ -a 

Strategic intelligence: Intelligence which is required for 
lation of policy and military plans at national and internation^ ^ 
it differs primarily from tactical intelligence in level of use, but may 

also vary in scope and detail. . . , it 

Strategic warning: Intelligence information or intelligence regard- 
ing the threat of the initiation of hostilities against the U .b. ot 
which U.S. forces may become involved ; it may be received at any time 

^^Su^ort^ for*?hl^^alySs’ File Environment (SAFE) : A jmnt 
CIA/^IA proiect to develop a now Gomputer/micronlm m system to 
support production analysts in reading, filing, and renting cable traffic ; 
buWing and searching private and central files ; and writing, editing, 
and routing intelligence memoranda and reports. . - 

Surveillance : The systematic observation or monitoring of places, 
persons, or things by visual, aural, electronic, photographic, or other 

Tactical intelligence* (TACINTEL) : Foreign intelligence p^- 
duced under the aegis of the Secretary of Defense ^nd intended pn- 
marilv to be responsive to the needs of military commanders in the li 
to maintain the readiness of operating forces for combat operations 
and to support the planning and conduct of combat operations. (Also 

see combat intelligence.) ^ ^ j j • rknrvoi-i 

Tactical intelligence asset: An intelligence asset funded in -depart- 
ment of Defense programs, the primary purpose of which is the col- 
lection or processing of intelligence information or the production ot 
tactical intelligenc* (Also see tactical intelligence and intelligence 

Target : A country, area, installation, organization, weapon system, 
military force, situation (political or eainomic), signal, person, or 
other entity against which intelligence operations are conducted. 

Target intelligence : Intelligence which portrays and locoes the com- 
ponents of a target or target complex and indicates its identihcation, 

vulnerability, and relative importpce. . -i i 

Tasking : The assignment or direction of an individual or activity 

to perform in a specified way to achieve an objective or goal. 

Technical intelligence (TI) : Intelligence on the characteristics and 
performance of foreign weapons and equipment; a part ot scientitic 
and technical intelligence and distinct from order ot battle. 

Technical sensor : See sensor. 

•See Appendix B, Alternate Dcfliiitlons. 
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Technical SIGINT : Intelligence information whi “h provides a de- 
tailed knowledge of the technical characteristics of a given emitter 
and thus permits estimates to be made about its |sfimary function, 
capabilities, modes of operation (including maifunttions), and state- 
of-the-art, as well as its specific role witliin a compii K weapon system 
or defense network; it is a contributor to technicd J ntelligence. 

Telecommunications: Any transmission, emission, or reception of 
signs, signals, writing, images, and sounds or information of any 
nature by wire, radio, visual, or other electromagnetic systems. 

Telemetry intelligence (TELINT) ; Technical and intelligence in- 
formation derived from intercept, processing, and alialysis of foreign 
telemetry; a subcategory of foreign instrum ritation signals 
intelligence. 

Teleprocessing : The overall function of an information transmission 
system which combines telecommunications, automat! ; data processing, 
and man-machine interface equipment and their in§ raction as an in- 
tegrated whole. 

TEMPEST ; An unclassified term referring 10 technical in- 
vestigations for compromising emanations from elec' rically operated, 
information processing equipment; they are conducted in support of 
emanations and emission security. 

Terrorist organization: A group that engages in terrorist activities. 
(x\lso see international terrorist activity.) 

Traffic analysis (TA) : The cryptologic disciplini which develops 
information from communications about the compoi tion and opera- 
tion of communications structures and the organize f ions they serve 
The process involves the study of traffic and relate. 1 materials, and 
the reconstruction of communication plans, to firoduce signals 
intelligence. 

Transmission security (TEANSEC) : The compoij, nt of communi- 
cations security which resulte from all measures designed to protect 
transmissions from interception and from exploitatioi 1 by means other 
than cryptanalysis. 

Unauthorized disclosure : See compromise. 

. Um-level security: (For automatic data processing systems) Provi- 
sion for the safeguarding of all material within a sSurle information 
handling system m accordance with the highest level of classification 
and most restrictive dissemination caveats assigned o any material 
contained therein, as distinguished from multilevel sec urity . ( Also see 
multi-level security.) 

. United States Sisals InteUigence System (USSS) An entity that 
IS compromised of the National Security Agency (intiuding assigned 
military pe^onnel) ; those elements of the military dispartments and 
the Central Intelligence Agency performing signals inielligence activ- 
ities; and those elements of any other department or agency wliich 
may from time to time be authorized by the National Security Coun- 
cil to perform signals intelligence activities during the ime when such 
^ements are so au^oriz^^ is governed by themited States Signals 
Intelligence Directives (USSID) system. 

Upgrade: To determine that certain classified infonuation requires 
in the interest of national security, a higher degree of protection 
against un authorized disclosure than currently providf I, coupled with 

•See Appendix B, Alternate Definitions. 
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a changing of the classification designation to reflect such higlier de^ 
gree. (Also see classification.) 

User : See customer. 

Validation: A process normally associated with the collection of 
intelligence information which provides official status to an identified 
requirement and confirms that the req^uirement is appropriate for a 
given collector and has not previously oeen satisfied. (Also see collec- 
tion requirement.) 

Walk-in : A person who on his own initiative makes contact with a 
representative of a foreign country and who volunteers intelligence 
information and/or requests political asylum. (Also see disaflected 
person.) 

Weapon and Space Systems Intelligence Committee (WSSIC) : See 
Director of Central Intelligence Committee. (Also see DCID 3/4.) 

APPENDIX A — ^ACKONYMS AND AEBPEVIATIONS 

ACINT — ^Acoustical Intelligence (Naval acronym; see definition.) 
ACOUSTINT — Acoustical Intelligence. 

ASCI — ^Assistant Chief of Staff/Intelligence (Army or Air Force) . 

CA — Cryptanalysis. 

CAMS — COMIEEX Automated Management System. 

CCF — Collection Coordination Facility. 

CCP — Consolidated Cryptologic Program. 

CCPC — Critical Collection Problems Committee. 

Cl — Counterintelligence. 

CIA — Central Intelligence Agency. 

CIAP — Central Intelligence Agency Program. 

CIFxlX — Enciphered Facsimile. 

CIPHONY — Enciphered Telephone. 

CIKIS — Consolidated Intelligence Kesources Information System. 
CIVISION — Enciphered Television, 

COINS — Community On-Line Intelligence System. 

COMEX — Committee on Exchanges, 

COMINT — Communications Intelligence. 

COMIEEX — Committee on Imagery Eequirements and Exploitation. 
COMSEC — Communications Security. 

CONTEXT — Conferencing and Text Manipulation System. 

CEITIC — Critical Intelligence Message. 

CEITICOMM — Critical Intelligence Communications System. 

CEYPTO— CEYPTO. (See definition.) 

DAO — Defense Attache Office. 

DC! — ^Director of Central Intelligence. 

DCID — Director of Central Intelligence Directive. 

DEA — Dr^ Enforcement Administration. 

DEFSMA(J— Defense Special Missile and Astronautic Center. 

DF — Direction Finding. 

DIA — Defense Intelligence Agency, 

DNT — Director of Naval Intelligence. 

ECCM — Electronic Counter-Countermeasures. 

ECM — ^Electronic Countermeasures. 

EEI — Essential Elements of Information. 

E Sc E — Evasion and Escape. 
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EIC^ — ^Economic Intelligence Ooinmittee. 

ELECTEO-OPTINT— Electro-optical IntelligeB e. 

ELINT — Electronic Intelligence. 

EESEC— Electronic Security. 

EMSEC — Emanations Security. 

EOB — Electronic Order of Battle. 

ESM~Electronie Warfare Support Measures. 

EW — Electronic Warfare. 

FBI — ^Federal Bureau of In^stigation. 

FBIS — Foreign Broadcast Information Service. 

FCI — ^Foreign Counterintelligence. 

FI — Foreign Intelligence. 

FIS’ — Foreign Instrumentation Signals. 

FISINT — Forei^ Instrumentation Signals Intel] t^nce. 

FLIK. — Forward-looking infrared. 

FOEMAT — Foreign Materiel, 

GDIP— General Defense Intelligence Program. 

GMI — General Medical Intelligence, 

HPSCI — House Permanent Select Committee on D^telligence. 

H EC- — Human Eesoui*ces Committee. 

HUMJNT — Human Intelligence. 

IC — Intelligence Community. 

ICES — Imagery Collection Eequireineut^ Subcommittee 

(COMIEEX). 

IDC — Interagency Defector Committee. 

IHC — Intelligence Information Handling Committ> e, 

II — Imagery Interpretation. 

IIM — Interagency Intelligence Memorandum. 

ILC — International Lines of Communications. 

IMINT — Imagery Intelligence. 

INR— Bureau of Intellij^ence and Research, Depal ; ment of State. 
lOB — Intelligence Oversight Board, 

IRA — Intelligence-Related Activities. 

lE&DC — ^Intelligence Research & Development Council. 

J&W — Indications and Warning. 

JAEIC — Joint Atomic Energy Intelligence Comniiti -e. 
JINTACCS— Joint Interoperability Tactical Comirand and Conti'ol 
System. 

LASINT — Laser Intelligence. 

MASINT — Measurement and Signature Intelligence. 

MEDINT — Medical Intelligence. 

MI — ^Military Intelligence. 

NFAC—National Foreign Assessment Center. 

NFIB — National Foreign Intelligence Board. 

NFIP — National Foreign Intelligence Pragram. 

NIE — National Intelligence Estimate. 

NIO — National Intelligence Officer. 

NITC — National Intelligence Tasking Center. 

NMIC — National Military Intelligence Center 
NOIWON — National Operations and Intelligenoe Watch Officeis 
Network. 

NPHR— National Foreign Intelligence Plan for Hun an Resources. 
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KPIC — National Photographic Interpretation Center. 

NS A — National Security Agency. 

NSCID — National Security Council Intelligence Directive, 

NSOC — National SIGINT Operations Center. 

NSRL — National SIGINT Eequirements List, 

NTPC — National Telemetry Processing Center. 

NUCINT — ^Nuclear Intelligence. 

OB— Order of Battle, 

OPCON — Operational Control. 

OPINTEL— Operational Intelligence. 

OPSEC — Operations Security. 

OPTINT — Optical Intelligence, 

PAEPRO — Peacetime AiiI)ome Eeeonnaisaance Program. 
PHOTINT — Photograpliic Intelligence. 

PI — Photographic toterpretation or Photographic Interpreter, 
PEC:(I) — ^Policy Review Committee (Intelligence). 

E A DINT — Radar Intelligence, 

RECCE or RECON — Reconnaissance. 

EINT — Radiation Intelligence. 

S&T — Scientific and Technical. 

SA — Signals Analysis. 

SAFE — Support for the Analysts’ File Environment, 

SAO — Special Activities Office, 

SCA — Service Cryptologic Agenci^. 
see — Special Coordination Committee, 

SCI — Sensitive Compartmented Information or Source Code 
Indicator. 

SCO — Service Cryptologic Organizations. 

SECOM— Security Committee. 

SI — ^Special Intelligence. 

SIGINT — Signals Intelligence. 

SIGINT Committee — Signals Intelligence Committee. 

SIGSEC — Signals Security. 

SIEVES — SIGINT Requirements Validation and Evaluation Sith- 
committee (of SIGINT Committee) , 

SLAE — Side-Looking Airborne Radar. 

SNIE — Special National Intelligence Estimate. 

SOSUS — Sound Surveillance System. 

SOTA — ^SIGINT Operational Tasking Authority. 

SPINTOOMM — Special Intelligence Communications, 

SSCI — Senate Select Committee on Intelligence, 

SSO — Special Security Officer. 

STIC — ‘Scientific and Technical Intelligence Committee. 

TA — Traffic Analysis. 

TACINTEL — Tactical Intelligence. 

TI — Technical Intelligence. 

TELINT — Telemetry Intelligence. 

TRANSEC — ^Transmission Security. 

USSID — United States Signals Intelligence Directive. 

USSS — ^United. States Signals Intelligence System, 

WSSIC— Weapon and Space Systems Intelligence Committee. 
VSWMCCS — ^Worldwide Military Command and Control Systems. 
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APPENDIX B — ALTERNATE DEFINI^ 

Acousdal intelligence: The technical and inteSligence information 
sources which generate wfevls. (Dictionary of 


J ) , the J oint Cliiefs 


Military and Associated Terms, Dept, of Defense ( 
of Staff, 3 Sep 74 (U)). ^ ' 

Agent: (1) An individual who acts under the direction of an intel- 
ligence agency or security service to obtain, or aS -st in obtaining, in- 
tormation for Intel Wnce or counterintelligence purposes. (Final Ee- 
port, benate Select Committee on Intcylligence, 26 \pril 1976) (2) In 
intelligence usage, one who is authorized or instru cted to obtain or to 
assist in obUmmg information for intelligence or counterintellio-ence 
purposes (Dictionary of Military and AssociatediT'erms, Dept, of De- 
fence (U) , tlie Jomt Chiefs of Staff, 3 Sep 74. (U) J ^ 

A^nt nf influence : An individual who can fit used to influence 
covertly foreign officials, opmion molders, organi-ations, or pressure 
groups in a way which will generally advance Unii ed States Govern- 
ment objectives, or to undertake specific action in mpport of United 
States Government objectives. (Final Keport, Sen, tie Select Commit- 
tee on Intelligence, 26 April 1976). CCtC/WUUIUC 

In ele^imic i^rfare, a study of electromagnetic radia- 
teclmical cliaracteristics md th^ tactical or 
JGS^f)ec77j Communications-Elecfconics Terms (U), 

SStataSu)!™’ 

Asset: Any resource—a person, group, relationship, instrument in- 
stallation, or supply— at the disposition of an intelligence agency for 
use in an operational or support role. The term is ntu mally ^pli^ to 
a pereon who is contributing to a CIA clandestine missiom but is not 

ning concernmg pther^LunS^ wfi^'perSS^^ SpSitie^re- 
swrces or potential theaters of operations. See ah .-iSteSeSo^ 
(Dictiona^of Military and Associated Terms, Dept of Defense tU) 
the Joint Chiefs of Stall', 3 Sep 74. lUG 121 .1 i 

and generally permanent information about all aspt 'ks ofa nSion— 

E ^leTiTSSr biographical, afid cultural-which 

m used as a base for intelligence products in support < f planning poli- 

^making, and military operations. (Final Eeport, Sc mate Select’dom- 

concerning the general situation, resources, capabil ties and vidner- 
abi ities of forei^ countries or areas which’ ma? bd id as referent 
material in the planning of operations at any level aud in evaluatinc- 
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Cipher : Any cryptographic system in which arbitrary symbols or 

f roups of symbols represent units of plain text. (Final Report, Senate 
elect Committee on Intelligence, 26 April 1976). 

Clandestine operations: (1) Intelligence, counterintelligence, or 
other information collection activities and covert political, economic, 
propaganda and paramilitary activities, conducted so as to assure the 
secrecy of the operation. (Final Report, Senate Select Committee on 
Intelligence, 26 April 1976), (2) Activities to accomplish intelligence, 
counterintelligence, and other similar activities sponsored or conducted 
by Governmental departments or agencies, in such a way as to assure 
secrecy or concealment. (It differs from covert operations in that em- 
phasis is placed on concealment of the operation rather than on con- 
cealment of identity of sponsor.) (Dictionary of Military and Asso- 
ciated Terms, Dept, of Defense (U), the Joint Chiefs of Staff, 3 Sep 
74. (U)). 

Classified information : “Classified information” means information 
or material (hereinafter collectively termed “information”) that is 
owned by, produced for or being in the possession of or under the 
control of the United States Government that has been determined by 
proper authority to require protection against unauthorized disclosure 
in the interest of national security and is so designated. Classification 
and Declassification of National Security Information and Material; 
(Executive Order No. 11652 as amended, Nov 1977). 

Code: A system of communication in which arbitrary groups of 
symbols represent units of plain text. Codes may be used for brevity or 
for security. (Final Report, Senate Select Committee on Intelligence, 
26 April 1976). ^ ,, , 

Code word; (1) A word which has been assigned a classification 
and a classified meaning to safeguard intentions and information 
regarding a planned operation. (Final Report, Senate Select Commit- 
tee on Intelligence, 26 April 1976). (2) A word which has been as- 
signed a classification and a classified meaning to safeguard intentions 
and information regarding a classified plan or operation. (Communica- 
tions-Electronics Terminology (U), U.S. Dept, of the Air Force, 15 
Nov 73, (U)). (3) A word which conveys a meaning other than its 
conventional one. Prearranged by the correspondents. Its aim is to 
increase security. (Glossary of Communications-Electronics Terms 
(U), PCS, Dec 74). 

CODEWORD: (1) A cryptonym used to identify sensitive intelli- 
gence data. (Glossary of Communications-Electronics Terms (U), 
JCS, Dec 74). (2) A single word selected from those listed in joint 
Army, Navy, Air Force publication (JANAP) 299 and subsequent 
volumes, and assigned a classified meaning by appropriate authority to 
insure proper security concerning intentions, and to safeguard infor- 
mation pertaining to actual, real world military plans or operations 
classified as Confidential or higher, (Modem Data Communications 
Concepts, Language and Media (U), Willaim P. Davenport, Hayden 
Book Co.anc.. 1971, (U)). 

Collection: (1) Any one or more of the gathering, analysis dissemi- 
nation or storage of non-publicly available information without the 
informed express consent of the subject of the information. (IJSSID 
18, Limitations and Procedures in Signals Intelligence Operations of 
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<Je USSS (U), NSA, 26 May 76). (2) The acta f employing histru- 
equipment to obtain qualitative quantitative data 
the te^ or operahon of foreign sj^tems. ( Llefense Intelligence 

w? Iw'r i' Manual ((J), 2| Jan 75). (3) TJsed 

LLINT to mean the gathering or collection of i he unevaluak-d and 

about the enemy or pofe ntial enemy. Specif- 
ically the collection of data from noncommunica i iona radiators such 

ufl Wmin^TT^rn n 5®«Mei™easures equh^ments. (Basic Man- 

SchoS 1^6^^^) Analysis Guide (U) , ational Ciyptologic 

Communi^tiOTs intel^ence (COMINT) : (l)l rechnical and intel- 
l^en^ information derived from foreign communications by other 
than the intended recipients. COMINT is produc ;d by the collection 
and proce^mg of foreign communications passed by electromagnetic 
means, with sp^^ exceptions stated below, and by the prooessmg of 
foreign encrypted communications. However traaasmitted, COMHIT 

1. Intercept and processing of unencrypted written communica- 
tions, except the processing of written plain text versions of 
communications which have been encrypted cr are intended for 
subsequent encryption, 

I Intercept and processing of press, prq|.aganda and other 
public broadcasts, except for processing eneryted or “hidden 
meaning” passages in such broadcasts. 

interceptions conducted ujider DoD Directive 

5200.24. 

Jai (Signals Intelligence (SIGIKT) (H), DOD, 25 

(2) Technical and intelligence information derived from foreiarn 

communications by other than the intended recipifflf its : 

^ Foreign Communications are all comm ui^ nations except : f 1 ) 

Those of the governments of the U.S. and tM British Oommon- 
wealtb, (2) "Hiose exchanged among private organizations and 
nationals, acting in a private capacity of the W.S. and the British 
Commonwealth, (3) 'Hiose of nationals of thi U.S. and Briti^i 
Commonwealth appointed or detailed by tlmir governments to 
serve in the international organizations. 

B. COMINT activities are those which prdtluee COMINT by 
collecting and processing foreign communicatitus passed by radio, 
wire, or other electromagnetic means, and by die proce^in.^ of 
foreign encrypted communications. However to ansmitted, coflec- 
tion comprises search, intercept, and direction finding. Pi-ocessin^^ 
comprises range esdmation, transmitter/open; tor identification! 
signal analysis, traffic analysis, cryptanalysis,: decryption, study 
of recite fusion of these processes, md the reporting 

COMINT and COMINT aldvities. COMINT 
ana UUMIN I activities as defined here do not Include : (1) Inter- 
cept and processing of u^ncrypted written mmnicatibns, ex- 
cept written plaintext versions of cornmunicatiOf ? which have been 
eneprpted or are intended for subsequent encriiition, (2) Inter- 
cept and processing of press, propaganda and i her public broad- 
casts, except for encrypted or “hidden meaning'’ passages in such 
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broadcast. (3)’ Oiperations conducted by U.S., U,K. or Common- 
wealth security authorities. (4) Censorship. (5) The interceptmn 
and study of non-communications transmissions (hiLijNi). 
(USSID 3, SIGINT Security (U) , NSA, 24 Aug. 72) . , 

(3) Technical and intelligence information derived from foreign 
communications by someone other than the intended recipient It does 
not include foreign press, propaganda, or public broadca^s. The term 
is sometimes used interchangeab^ with SIGINT. (Final Report, Sen- 
ate Select Committee on Intelligence, 26 April 19TO) . 

Communications security (COMSEC) : (1) Protective measures 
taken to deny unauthorized persons information derived from tele- 
communications of the United States Government related to national 
security and to ensure tlie authenticity of such telecommunications. 
(US. Intelligence Activities, Executive Order No. 12036, January 
1978.) (2) The protection of United States telecommunications and 
other communications from exploitation by foreign intelligence serv- 
ices and from unauthorized disclosure. COMSEC is one of the mission 
responsibilities of NSA. It includes cryptosecuxdty, transmission se- 
curity, emission security, and physical security of classified equipment, 
material, and documents. (Final Report, Senate Select Committee on 
Intelligence, April 26, 1976). (3) The protection resulting from the 
application of cryptosecurity, transmission security, and emission se- 
curity measures to telecommunications and from application of phys- 
ical security measures to COMSEC information. These measures are 
taken to deny unauthorized persons information of value which might 
be derived from the possession and study of such telecommunications 
or to insure the authenticity of such telecommunications. (Glossal^ of 
Communications Security and Emanations Security Terms (U) , U.S. 
Communications Security Board, Oct. 74). (4) The protection result- 
ing from all measures designed to deny unauthorized persons informa- 
tion of value which might be derived from the possession and study 
of telecommunications, or to mislead unauthorized persons in their in- 
terpretation of the results of such possession and study. Also callra 
COMSEC. Communications security includes : A. Cryptosecurity : B. 
Transmission Security : C. Emission Security : and D. Physical Secur- 
’tv of Communications Security materials and information : 

A. Cryptosecurity— The component of communications security 
which rftfiiilts from the provision of technically sound cryptosys- 


tems and their proper use. 

B. Transmission Security — The component of communications 
security which results from all measures designed to protect trans- 
missions from interception and exploitation by means other than 
cryptanalysis. 

C. Emission Security— The component of communications se- 
curity which results from all measures taken to deny unauthorized 
persons information of value which might be derived from intp- 
cept and analysis of compromising emanations from cryptoequip- 
ment and telecommunications systems. 

D. Physical Security — The component of communications se- 
curity which results from all physical measures necessary to safe- 
guard classified equipment, material, and documents from access 
thereto or observation thereof by unauthorized persons. (Diction- 
ary of Military and Associated Terms, Dept, of Defense (TJ) , the 
Joint Chiefs of Staff, 3 Sep. 74. (U) ) . 
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Compartmentation ; (1) The practice of establishir g special channels 
for handling sensitive mtelligence information. ’I^e diannels are 
limited to individuals with a specific need for such information and 
wlio are therefore given special securit^y clearances in order to have 
access to it. (Final Eepoit, Senate Select Commitft i on Intelligence, 

26 April 1976). (2) 1. In SIGINT, special protet tion given to the 
production and distribution of SIGINT material 6f especially sensi- 
tive nature because of its source, method of proce sing, or content. 

2. In COMSEC, restricting the use of specific primary cryptovariables 
to specific operational units grouped together on llie basis of their 
geographical area or their common paiticipation in a mission or opera- 
tion for the purpose of limiting the information | ■ otected by these 
cryptovariables and thus limiting the advei-se irapac of a compromise 
of tliese variables. (Basic Cryptologic Glossary (UJ, NSA, 1971. (3) 

1. Establishment and management of an intelligenc '. organization so 
that information about the personnel, organization, fee activities of one 
component is made available to any other component only to the extent 
required for the performance of assigiied duties. (K ' tionary of Mili- 
tary and Associated Terms, Dept, of Defense (U), ti e Joint Chiefs of 
Staff, 3 Sep 74 (U)). 

Compromise : (1) The loss of control over any COM INT or informa- 
tion related to COMINT or COMINT activities residr ing in a reasona- 
ble assumption that it could have, or confirmation of the fact that it 
has, come to the knowledge of an unauthorized pe: on. (USSID 3, 
SIGINT Support to Military Commanders (U), NSA, 1 Jul 74). 

(2) The known or suspected exposure of classified information or mate- 
rial in whole or in part to unauthorized persons through loss, theft, 
capture, recovery by salvage, defection of individus Is, unauthorized 
viewing, or any other means. (Basic Cryptologic Gib sary (U), NSA, 

1971 ) . 

Computer security: The protection resulting from all measures de- 
signed to prevent either deliberate or inadvertent unauthorized dis- 
closure, acquisition, manipulation, or modification of classified infor- 
mation in a computer system. (Basic Cryptologic Glo; sary (U), NSA, 

1971) . 

Consumer: An obsolete term for customer. (Bi ic Cryptoloiric 
Glossary (U) , NSA, 1971) . 

Counterintelligence: (1) Information gathered an 1 activities con- 
ducted. to protect against espionage and other clandet cine intelligence 
activities, sabotage, international terrorist activities or assassinations 
conducted for or on behalf of foreign powers, organize ions or persons, 
but not including personnel, physical, document, or communicjitions 
security programs. (U.S. Intelligence Activities, Exeii utive Order No. 

12036, Jan 1978.) (2) Information concerning the prot ction of foreign 
intelligence or of national security information and i#, collection fr^ 
detection or disclosure. (USSID 18, Limitations ah«! Procedures in 
Intelligence Operations of the USSS (U), Nf A, 26 May 76). 

(4) lhat phase of intelligence covering all activity des oted to destroy- 
ing the effectiveness of inimical foreign intelligence activities and to 
the protection of information against espionage, pecgonnel against 
subversion, and installations or material against sal otawe. See also 
counterespionage, countersabotage, countersiibversion. (Dictionary of 
Military and Associated Terms, Dept, of Defense <U), the Joint 
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Chiefs of Staff, 3 Sep 74). (4) That aspect of inteUijgence activity 
which is devoted to destroying the effectiveness of inimical foreign 
intelligence activities and to the protection of information against 
espionage, individuals against subversion, and installations or material 
against sabotage. See also counterespionage, coiintersabotage, counter- 
subversion. (Dictionary of Military and xissociated Terms, Dept, of 
Defense (U) , the Joint Chiefs of Staff, 3 Sep^ 74 (U) ) . 

Critical intelligence : Intelligence which is critical and requires the 
immediate attention of the commander. It is required to enable the 
commander to make decisions which will provide a timely and appro- 
priate response to actions by the potential/actual enemy. It includes 
but it is not limited to the following : 

A. Strong indications of the imminent outbreak of hostilities of 
any type (warning of attack) : 

B. Aggression of any nature against a friendly country : 

C. Indications or use of nuclear-biological chemical weapons 
(targets) : and 

D. Significant events within potential enemy countries that may 
lead to modification of nuclear strike plans. (Dictionary of Mili- 
tary and Associated Terms, Dept, of Defense (U), the Joint 
Chiefs of Staff, 3 Sep 74. (U)). 

Critical intelligence message (CEITIC) : A message containing in- 
formation indicating a situation or pertaining to a situation ^roich 
affects the security or interests of the United States or its allies to 
such an extent that it may require the immediate attention of 
the President. (Defense Special Security Communications System 
(DSSCS) Operating Instructions System Procedures (U), NSA, 
6 Feb 73). 

Cryptography: The enciphering of plain text so that it will be 
unintelligible to an unauthorized recipient. (Final Report, Senate 
Select Committee on Intelligence^G April 1976) . 

Cryptomaterial : All CDMSEO material bearing the marking 
CEYTO or otherwise designated as incorporating cryptographic in- 
formation. Classified cryptoequipments, their classified subdivisions 
and keying material are considered cryptomaterial even though they 
do not bear the CEYPTO marking. ( Communications-Electronics 
Terminology (U), U.S. Dept, of the Air Force, 15 Nov. 73). 

Current intellmence: Summaries and analyses of recent events. 
(Final Report, Senate Select Committee on Intelligence, 26 April 
1976). 

Defector : A person who, for political or other reasons, has repudi- 
ated his country and may be in possession of information of interest to 
the United States Government. (Final Report, Senate Select Commit- 
tee on Intelligence, 26 April 1976) . 

Defense Intelligence Community : The Defense Intelligence Agency, 
National Security Agency, and the intelligence components of the uni- 
fied and specified command. (IDPIS Glossary of Common Acronyms, 
Codes, Abbreviations, and Terms Used in Dept, of Defense Intelli- 
gence Data Handling Systems (IDHS) Documents (U), DIA, 1970). 

Departmental intelligence: (1) Intelligence which any department 
or agency of the Federal Government requires to execute its own mis- 
sion. (Dictionary of Military and Associated Terms, Dept, of Defense 
(U), the Joint Chiefs of Staff, 3 Sept. 74. (U) ). (2) The intelligence 
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which Govemmcat departments and agencies gene rate in support of 
their own activities. (Final Report, Senate Select G mmittee on Intel- 
ligence, 26 April 1976) . 

Dis^mination : The distribution of information ntelligence prod- 
ucts (in oral, written, or graphic form) to departu ental and agency 
intelligence consumers. (Final Report, Senate Select Committee on 
Intelligence, 26 April 1976) . 

Double agent : Agent in contact with two opposing intelligence serv- 
ices only one of which is aware of the double agent contact or quasi- 
intelligence services. (Dictionary of Military and dissociated Terms, 
Dept, of Defense (U),the Joint Chiefs of Staff, 3 Sept. 74. (U)). 

Fconomic intelligence: Intelligence regarding foj dgn economic re- 
sources, activities, and policies. (Final Report, Sena I e Select Commit- 
tee on Intelligence, 26 April 197 6 ) . 

Electronic intelligence (ELINT) : (1) That tec^aiical and intelli- 
gence information derived from foreign electron agnetic noncom- 
munications transmissions by other than the irii 'nded recipients. 
(Glossary of Communications-Electronics Terms (1 ), JCS, Dec. 74). 
(2) The intelligence information product of activili is engaged in the 
collection and processing for subsequent intelligenci purposes of for- 
eign noncommunications electromagnetic radiatiohf; emanating from 
other than nuclear detonations and radioactive source-;. (Basic Crypto- 
logic Glossary (U), NSA, 1971), (3) Technical and i utelligence infor- 
mation derived from the collection (or interception) and processing of 
foreign electromagnetic radiations (noncommunications) emanating 
from sources such, as radar. ELINT is ijait of the F SA/CSS Signals 
Intelligence Mission. (Final Report, Senate Select Committee on In- 
telligence, 26 April 197 6 ) . 

Electronic order of battle (EOB) : A document summarizing the 
deplq 3 nnent of enemy noncommunications and communications emit- 
ters in a given area. In addition to deployment, the ICOB also contains 
data as to the function of each emitter. (Basic Manual (U), ELINT 
Collection Analysis Guido (U), National Cryptologi School, 1965). 

Electronic security: The detection, identification evaluation, and 
location of foreign electromagnetic radiations. (Fin 1 Report, Senate 
Select Committee on Intelligence, 26 April 1976) . 

Electronic surveillance : Surveillance conducted oai a person, group, 
or other entity by electronic equipment which is oRs n highly sopliis- 
ticated and extremely sensitive. (Final Report, Sensit j Select Commit- 
tee on Litelligence, 26 April 197 6 ) . 

Encipher: To convert a plain text message into m ‘intelligible form 
by the use of a cipher system. (Final Report, Senate rielect Committee 
on Intelligence, 26 April 1976) . 

Encrypt: To convert a plain text message into mt intelligible form 
by means of a c^ptosystemj this term covers the meanings of encipher 
and encode. (Final Report, Senate Select Committe on Intelligence, 
26 April 1976). ® ’ 

Espionage: Clandestine intelligence collection acs vity: This term 
is often interchanged with “clandestine collection.'" (Final Report, 

Senate Selwt Committee on Intelligence, 26 April 197 <i) . 

Evaluation: (1) Appraisal of an item of informistion in terms of 
credibility, reliability, pertinency, and accuracy. Appraisal is accom- 
plish-Gcl at several stages witliin tlie intelligence proti^ ss with progi*cs-^ 
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sively different contexts. Initial evalutions made by case officers and 
report officers are focused upon the reliability of the source and the 
-accuracy of the information as judged by data ayailable at or close to 
their operational leyels. Later evaluations by intelligence analysts are 
primanly concerned with verifying accuracy of information and may, 
in effect, convert information into intelligence. Appraisal or evaluation 
of items of information or intelligence is indicated by a standard letter- 
number system. The evaluation of the reliability of sources , is 
■designated by a letter from A through F, and the accuracy of the in- 
formation is designated by numeral 1 through 6. These are two entirely 
independent appraisals, and these separate app^isals ai'e indicatea m 
accordance with the system indicated below. Thus, information ad- 
judged to be “probably true” received from a usually reliable source 
is d^ignated ^‘B-2” or “B2” while information of which the truth 
cannot bo judged” received from a “usually reliable source is des- 
ignated “B-6” or “B6” : . ^ 1 . , T V.1 -n TTcnall-ir 

Keliability of source: A— Completely reliable ; B— Usually 

reliable; C— Fairly reliable; D— Not usually reliable; E— Un- 
reliable ; F— Eeliability cannot be judged. 

Accuracy of information : 1 — Confirmed by other sources ; 2^ 
Probably true; 3 — ^Possibly true; 4 — ^Doubtful; 5 Improbable; 

6— Truth cannot be judged. (Dictionary of Military and Associ- 
ated Terms, Dept, of Defense (U), the Joint Chiefs of Staff, 3 

intelligence usage, appraisal of an item of information in 
terms of credibility, reliability, pertinency, and accuracy. Appraisal is 
accomplished at several stages within 

progressively different contexts. (Recommended Change to JUS i up 

^’IxStatS:' In SIGINT, the production of information from 
messages that are encrypted in systems whose basic elements are 
known. Exploitation includes decryption, translation, and the somtion 
of specific controls such as indicators and specific keys. (Basic Cryp- 
tolof^ic Glossary (U) , NS A, 1971) . ^ i -i-.- 

Foreign intelligence: (1) Information relating to the capabilities, 
intentions and activities of foreign powers, organizations or persons, 
but not including counterintelligence except for information on inter- 
national terrorist activities. (U.S. Intelligence .Activities, Executive 
Order No. 12036, Jan. 1978.) (2) a. Information concernmg the 
capabilities, intentions and activities of any foreign power, or of any 
non-United States person, whether within or outside the United States 
or concerning areas outside the United States, b. Information relating 
to the ability of the United States to protect itself against actual or 
potential attack or other hostile acts of a foreign Po^er or its agents. 

c. Information with respect to foreign powers or non-Umted States 
persons which because of its importance is deemed e^ential o e 
security of the United States or to the conduct of its foreign affairs 

d. Information relating to the ability of the United .^^ate® to piotect 
itself against the activities of foreign intelligence ser^ces. (USSID 1», 
Limitations and Procedures in Signals Intelligence Operations of the 
USSS (U),NSA, 26 May 76). (3) Intelligence concerning 

under control of the power sponsoring the collcrtion 

of Military and Associated Terms, Dept, of Defense (U) , the Joint 

Chiefs of Staff, 3 Sep 74. (U) ) . 
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Guidance: The general direction of an intel gence effort, par- 
ticularly in the area of collection. (Final Eeport, ienate Select Com- 
mittee on Intelligence, 26 April 1976) . 

Integration; In photography, a process by whicl the average radar 
picture seen on several scans of the time base ina be obtained on a 
print, or, the process by which seyeral ]>hotograpi c images are com- 
bined into a single image. (Dictionary of Milita ;y and Associated 
lerms. Dept of Defense {V) , the Joint Chiefs of St iff, 3 Sep 74. (U) ) . 

Intelligence: (1) Foreign intelligence and count© intelligence. (U,S. 
Intelligence Activities, Executive Order No. 120® . Jan 78,) (2) The 
product resulting from the collection, collation, aluation, analysis, 
integration, and interpretation of all collected inforjiiation. (Final Ee- 
port, Senate Select Committee on Intelligence, 26 April 1976), (3) Tlie 
product resulting from the collecting and pi*ocesi:;ng of information 
concerning actual and potential situations and cot litions relating to 
foreign activities and to foreigjn or enemy-held are :S. This processing 
includes the evaluation and collation of the informal ion obtained from 
all available sources, and its analysis, synthesis, r id interpretation. 

(B^ic Cryptologic Glossary (U), NSA, 1971). (ip The product re- 
sulting from the collection, evaluation, analysis, intc gration, and inter- 
pietation of all available information which com erns one or more 
aspects of foreign nations or of areas of operation and which is im- 
mediate or potentially significant to military pluming and opera- 
timis. (Dictionary of Military and Associated Tenm , Dept, of Defense 
(U) the Joint Chiefs of Staff, 3 Sep 74 (U) ) . 

Intelligence activities: Sec. 14, (a) As used in fids resolution, the 
tom intelligence activities” includes (1) the colleli ion, auah^sis, pro- 
duction, dissemination, or use of information whi Ii relates to any 
foreign country, or any governrrient, political grot >, party, military 
movement, or otner association in such for Ign countiy, and 
which relates to the defense, foreign policy, natior d security, oi‘ re- 
lated policies of the United States, and other aci ivity wdiich is in 
support of such activities; (2) activities taken to counter similar ac- 
tivities dir^ted against the United States; (3) cot *rt or clandestine 
activities affecting the relations of the United State; with any foreign 
government, political group, party, military force, r ovement or other 
association; (4) the collection, analysis, production, dissemination, or 
use of information about activities of persons within he United States 
its territories and possessions, or iiationals of the UnH ed States abroad 
whose political and related activities pose, or may be considered by any 
department, agency, bureau, office, division, instrniaentality, or em- 
|noyee of the United States to pose, a throat to the h ternal security of 
the United States, and covert or clandestine activitic c directed against 
such persons. Such term does not include tactical foreign military in- 
tellig^eservmg no national policymaking functioiu (Senate Eesolu- 
tion 400, June 1977.) 

Intelligence cycle : (1) The steps by wliich information is assembled, 
converted to intelligence, and made available to user . These steps are 
in four phases : 

A. Planning and direction : Determination o t. intelligence re- 
quirements, preparation of a collection plan, I suance of orders 
anu requests to information collection agencies, ind a continuous 
check on the productivity of collection agencies. 
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B. Collection : The exploitation of sources of information by 
collection agencies and the delivery of this information to the 
proper inteUigence processing unit for use in the production of 

intelligence. . 

C. Processing: The step whereby information becomes in- 

telligence through evaluation, analysis, integration, and 
interpretation. . . 

D. Dissemination : The conveyance of intelligence in suitable 
form (oral, graphic, or written) to agencies needing, it. (Dic- 
tionary of Military and Associated Terms, Dept, of Defense (U), 
the Joint Chiefs of Staff, 3 Sep. 74. (IJ) ). (2) The steps by which 
information is assembled, converted into intelligence, and made 
available to consumers. The cycle is composed of four basic phases : 

(1) direction: the determination of intelligence requirements, 
preparation of a collection plan, tasking of collection agencies, 
and a continuous check on the productivity of these agencies; 

(2) collection: the exploitation of information sources and the 
delivery of the collected information to the proper intelligence 
processing unit for use in the production of intelligence; (3) proc- 
essing : the steps whereby information becomes intelligence 
through evaluation, analysis, integration, and interpretation ; and 
(4) dissemination: the distribution of information or intelligence 
products (in oral, written, or graphic form) to departmental and 
agency intelligence consumers. (Final Report, Senate Select Com- 
mittee on Intelligence, April 26 , 1976 ) . 

Intelligence estimate : An appraisal of the elements of intelligence 
relating to a specific situation or condition with a view to determining 
the courses of action open to the enemy or potential enemy and the 
probable order of their adoption. (Dictionary of Military and Asso- 
ciated Terms, Dept, of Defense (U), the Joint Chiefs of Staff, 3 Sep 

(U)). . ^ . 4 . 

Intelligence information: (1) In SIGINT, information which is of 
intelligence use to customers whose primary mission does not iimlude 
SIGINT operations of technical SIGINT information. (Basic Cryp- 
tologic Glossary (U), NSA (PI, 1971). (2) The unevaluated and 
uninterpreted information about the enemy or potential enemy. (Basic 
manual (U), ELINT Collection Analysis Guide (U), National Cryp- 
tologic School, 1965 ) . 

Intelligence report : A specific report of information, usually on a 
single item, made at any level of command in tactical operations and 
disseminated as rapidly as possible in keeping with the timeliness of 
the information. Also called INTREP. (Dictionary of Military and 
Associated Terms. Dept, of Defense (U) , the Joint Chiefs of Staff, 3 

Sep. 74. (U)). . . . 4 . 

Intelligence requirement: A consumer statement of information 
needed which is not already at hand. (Final Report, Senate Select 
Committee on Intelligence, 26 April 1976) . 

Interception: The act of searching for and listening to and/or 
recording, communications and/ or electronic transmissions _ for the 
purpose of obtaining intelligence. (Glossary of Communications- 
Electronics Terms (U), JCS, Dec. 1074). 

International terrorist activities : Means any activity or activities 
which : (a) involves killing, causing serious bodily harm, kidnapping, 
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or violent destruction of property, or an attempt or redible threat to 
commit such acts; and (b) appears intended to end uiger a protectee 
of the Secret Ser\dce or the Department of State or to further political, 
social, or economic goals by intimidating or coercing i, civilian popula- 
tion or any segment thereof , influencing the policy of a government or 
international organization by intimidation or coercion, or obtaining 
widespread publicity for a group or its cause; and ) transcends na- 
tional boundaries in terms of the means by which it is accomplished, 
the civilian population, government, or internationi i organization it 
appears intended to coerce or intimidate, or the locale in which its per- 
petrators operate or seek asylum. (U.S. Intelligence Activities, Execu- 
tive Order No. 12036, 26 Jan. 1978.) 

Measurement and signature intelligence (MASIK C) : MASINT is 
obtained by quantitative and qualitative analysis of data (metric, 
angle, spatial, wavelength, time dependent, modular on, plasma, and 
hydromagpetic) derived from sensing instruments other than those 
normally associated with human communications, electronics intelli- 
gence (HUMINT, COMINT, ELINT) or ima^eryo ollection. MAS- 
INT includes, but is not limited to, the following d sciplines: liadar 
intelligence (il,ADINT) : Nuclear intelligence (NU( INT) : Uninten- 
tional Eadiation intelligence (KINT) : Acoustic in elligence (Non- 
Compressible fluids— ACINT : Compressible ^ I luids— ACOUS- 
TINT) : Electro-Optic intelligence (Electro-OPTI NT) : Even-re- 
lated dynamic measurements photography (OPT3AT) : and debris 
collecticm. Telemetry intelligence (TELINT) is a sj^ocial category of 
signals intelligence (SIGINT) that provides meas ireinent data on 
fm-eign instrumentation signals (FIS). Eequiremebts for collection 
wall be expressed as MASINT requirements. ThB term MASINT 
should be used when referring to the above categoriel of special sensor 
disciplines in aggregate. (Defense Intelligence Cojiection Eequire- 
ments Manual ( C) , DIA, 27 Jan. 1975) . 

Medical intelligence : That category of intelligent which concerns 
itself with man as a living organism and those fact ors affecting his 
efficiencj, capability, and well-being. (Dictionary J Military and 
Associated Terms, Dept, of Defense (U), the Joint of Chiefs of Staff, 
3 Sep 74. (U)). _ 

National intelligence: (1) Integrated departmental intelligence tliat 
covers the broad aspects of national policy and natioj al security, is of 
concern to more than one department or agency, and transcends the 
exclusive competence of a single department or agenc' . (Dictionary of 
Military and Associated Terms, Dept, of Defense" (U), the Joint 
Chiefs of Staff, 3 Sep 74. (U) ). (2) Intelligence prod riced by the CIA 
which bears on the broad aspects of United States nal ional policy and 
national security. It is of concern to more than on*- department or 
agency. (Final Eeport, Senate Select Committee on Intelligence, 26 
April 1976). “ ’ 

NationM Intelligence Estimate : A strategic estimai ^ of capabilities, 
vulnerabilities, and probable courses of action of foreign nations which 
is produced at the national level as a composite of the views of the 
Intelligence Community. (Dictionary of Military and Associated 
Terms, Dept, of Defense (U), the Joint Chiefs of Staff, 3 Sep 74. 
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Operational intelligence : (1) Intelligence required for planning and 
ex;ecqtiiig all types of military operations. (2) Intelligence required to 
support the activities of intelligence agencies under the National been- 
rity Council. (Basic Cryptologic Glossary (U), NSA, 1971). 

jrlwsical security i (1) The component of security which results 
all physical measures necessary to safeguard classified equ^ment and 
material from access by unauthorized persons. (Ba^c C^ptologic 
Glossary (U), NSA, 19^). (2) The component of COMSEC which 
results from all physical measures necessary to safeguard ;COMbhjO 
material and information from access thereto or observation thereof 
by unauthorized persons. (Glossary of Communications Security and 
Emanations Security Terms (U), U.S. Communiactions Security 
Board, Oct 74). (3) The element of communications secimty that re- 
sults from all physical measures necessary for safeguarding classified 
equipment, material, and documents from access or observation by un- 
authorized persons. (Communications-Electronics Terminology (U)? 

U.S. Dept, of the Air Force, 15 Nov 73). (4) That part of security 
concerned with physical measures designed to safeguard personnel to 
prevent unauthorized access to equipment, facilities, material, and 
documents, and to safeguard them against espionage, sabotage, 
age, and theft. See also communications security. (Dictionary of Mili- 
tary and Associated Terms, Dept, of Defense (U), the Joint Chiefs of 

Staff, 3 Sep 74). . . i 

Plain text: Unencrypted communications; specifically, the original 
message of a cryptogram, expressed in ordinary language. (Final Ee- 
port, Senate Select Committee on Intelligence, 26 April 1976) . 

Political intelligence: Intelligence concerning foreign and domestic 
policies of governments and the activities of political movements. (Dm- 
tionary of Military and Associated Terms, Dept, of Defense (U), the 
Joint Chiefs of Staff , 3 Sep 74) . i. 

Processing: (1) The manipulation of collected raw information to 
make it usable in analysis to prepare for data storage or retrieval. 
(Final Eeport, Senate Select Committee on Intelligence, 26 April 
1976). (2) Treatment of copy in accordance with predetermined and 
generalized criteria so as to produce all or some of the information 
contained in it in a new medium or a new form. (The main ■^pes of 
processing are conversion, scanning, extraction, digestif and diari- 
zation). (Basic Cryptologic Glossary (U), 1971). (3) Further lip- 
dling, manipulation, consolidation, compositing, etc.,_ of intormatmn 
to convert it from one format to another or to reduce it to manageable 
and/or intelligible information. (Communications-Electronics Termi- 
nology (U), U.S. Dept, of the Air Force, 15 Nov 73). (4) In photog- 
raphy, the operations necessary to produce negatives, diapositives 
or prints from exposed films, plates or paper. (Dictionary ofMilitary 
and Associated Terms, Dept, of Defense (U), the Joint Chiefs of 
Staff, 3 Sep 74). , ^ 

Production: (1) Intelligence product means the estimates, memoran- 
da and other reports produced from the analysis of available informa- 
tion. (Executive Order No. 12036, 26 Jan 1978). (2) The preparation 
of reports based on an analysis of information to meet the needs ot 
intelligence users (consumers) within and outside the Intelligence 
Community. (Final Eeport, Senate Select Committee on Intelligence, 

26 April 1976). 
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Radiation intelligence : Intelligence derived from the collection and 
analysis of non-information hearing elements extracted from the elec- 
tromagnetic energy unintentionally emanated foreign devices, 
eauipments, and systems excluding those generated by the detonation 
of automatic/ nuclear weapons. (Dictionary of Militeiry and Associated 
Ternis, Dept, of Defense (U), the Joint Chiefs of btaff, 3 Sep 74), 
Requirement : A general or specific request for int dligence informa- 
tion made by a member of the Intelligence Comm^mity. (Final Re- 
Senate Select Committee on Intelligence, 26 April 1976). 

Scientific and technical intelligence : The product ;i esulting from col- 
lection, evaluation, analysis and mterpretation of foi dgn scientific vand 
technical inf ormation whic^ covers: A. Foreign deiii lopments in basic 
applied research and in applied engineering ti chniques; and B. 
bci^tific and technical characteristics, capabilities, /;iLnd limitations of 
^ foreign military systems, weapons, weapon syst* ms and material. 

Ihe r^earch and development related thereto, ah I the production 
methods employed for their manufacture. (USSlfc 40, eLiNT Od- 
eratmg Policy (U),NSA, 24 Oct 75). ^ 

Sensitive: Something which requires special praiection from dis- 
closure, which could cause embarrassment, comproi dse, or threat to 
seci^ty of the 3)onsoring power. (Fmal Report, Senate Select 
■Committee on Intelligence, 26 April 1976) . 

Sensitive compartmented information : The term ap used in this man- 
ual is^identified with its use in DCID 1/14. It is inkmded to include 
ail iniormation and material bearing special Intelligence Community 
controls indicating restricted handling within Comm unity intelligence 
collection programs and their end products for which Community sys- 
tems of compartmentation are formally established, ^he term docs not 
include restricted data as defined in section 11, Atoifi c Energy Act of 

/ttP (S ecurity of Compartmented Coni i uiiter Operations 
(U) , DIA, 14 Jan. 75). 

Signal : (1) In electronics, any transmitted electrid impulse which is 
or interest in the particular conte,x:t; and (2) Anyth ug intentionally 
transmitted by visual, acoustical, or electrical methods, which is in- 
tended to convey a meaning to the recipient. (Basic C ryptologic Glos- 
cary (U),ICSA, 1971). (3) A visual, audible, electrics S . or other indica- 
tion used to convey information; and (4j the messa- e or effect to be 
coiiv^ed over a communication system. (Glossary of JJachine Process- 
mg Terms (U), NSA (Office of Machine Processi ig), 1964). (5) 

Event, phenomenon or electrical quality that conveys ii formation from 
one point to another; and (6) Operationally, a type Of message that is 
conveyed or transmitted by visual, acoustical, or ele* trie means. The 
text consists of one or more letters, words, charach rs, signal flags, 
visual displays, or special sounds with prearranged r eanings. (Com- 
munications-Electronic Terminology (IJ), U.S. D« pt. of the Air 
Force, 15 Nov. 73) . 

^gnals intelligence (SIGINT) : (1) A generic tern which includes 
both communications intelligence (COMINT) and electronic intelli- 
® of Communications-Eh ctronics Terms 

.vG)i NoA, 1971. (3) A generic term which includ! s both commu- 
intelligence and electronic intelligence, abbr. SlQiNT. (SIGINT 
rcfeis to the^ combination of COMINT and EDINT o to either when 
one of them is not specifically identified). (Basic Cryptologic Glossary 
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(U), NSA, 1971. (3) A generic term which includes both commu- 
nication. intelligence and electronic intelligence. Also called oiUlJS 1. 
See also intelligence. (Dictionary of Military and Associated Terms, 
Dept, of Defense (TJ) , the Joint Chiefs of Staff, 3 Sept. 74. (IJ))..(^) 
A category of intelligence information comprising all communications 
intelligence (COMINT), electronics intelligence (ELINT), and te- 
lemetry intelligence (TELINT). (Signals Intelligence (SIGINT) 
(IT), DOD, 25 Jan. 73). ^ 

Source : (1) A person, thing, or activity which provides intelligence 
information. In clandestine activities, the term applies to an agent or 
asset, normally a foreign national, being used in an intelligence activity 
for intelligence purposes. In interrogations, it refers to a person ^ho 
furnishes intelligence information with or without knowledge that the 
information is being used for intelligence purposes. (2) In interroga- 
tion activities, any person who furni^ed intelligmce that the informa- 
tion is being used for intelligence purposes. In this context, a controlled, 
source is in the employment or under the control of the intelligence 
activity and knows that this information is to be used for intelligence 
purposes. An uncontrolled source is a voluntary contributor oi in- 
formation and may or may not know that the information is to be 
used for intelligence purposes. (Dictionary of Militaiw and Associated 
Terms, Dept, of Defense (U) , the Joint Chiefs of Staff, 3 Sept. 74. 


Special intelligence communications, (SPINTCOMM) : SPINT- 
COMM was established by Secretary of Defense Memorandum, dated 
4 November 1964. It consists of those communications facilities under 
the operational and technical control of the chief of intelligence or 
each of the military departments and under the management oi the 
Defense Intelligence Agency. (Defense Special Security Communica- 
tions System (DSSCS) Operating Instructions System/Data Proce- 
dures (U), NSA, 8 Oct. 75). . . 

Special sensor : Equipment on instrumented platforms and in instal- 
lations designed to collect measurement and signature data that can be 
further processed into data usable by intelligence^ analysts. (Deiense 
Intelligence Collection Requirements Manual DIA, 27 Jan. 75). 

Tactical intelligence: Intelligence which is required for the planning 
and conduct of tactical operations. Essentially tactical intelligence 
and strategic intelligence differ only in scope, point of view and level 
of employment. (Dictionary of Military and Associated Terms, Dept, 
of Defense (uj, the Joint Chiefs of Staff, 3 Sept. 74. (U)). 


APPENDIX 0 — INDEX OF OTHER INTELLIGENCE GLOSSARIES 

(Other publications, many of which contain classified information, 
also contain definitions of intelligence terms. An index of some of these 

ing Deactivating Testing, and Evaluating Secure Resource-Sharing 
ADP Systems. DoD. J anuary 1973. 

BSS'S no. e/l, May 
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Classification and Declassification of National Sec irity Information 
and Material. Executive Order No. 11652. March 195 1 and as amended. 
Combat Intelligence. Army Field Manual 30-5. 0 :tober 1973. 
Communieations-Electronics Terminology Hanfl5ook. Public Af- 
fairs Press. 1965. 

Communieations-Electronics Terminology, U.S. Dept, of the Air 
Force. November 1973. 

Communications Glossary, Eange Commandeij; Council, Wliite 
Sands Missile Eange. March 1966. 

Commimications Security. Army Eegulation 530* 1. March 1976. 
Control of Compromising Emanations. Army Regulation 530-4. 
June 1971. 

Coordination of U.S. Clandestine Foreign Intelligence and Activi- 
ties Abroad, DCID No. 5/1. May 197 6. 

Coordination of U.S. Clandestine Foreign Intell igence and Coun- 
terintelligence Liaison, DCID No. 5/2. May 1976. 

Counterintelligence Operations. Army Field Mat ual 80-17. Janu- 
ary 1972. 

Ooimterintelligence Special Operations. Army Fie) 1 Manual 30-1 7A 
February 1973. 

DCI Policy or Eelease of Forekm Intelligener to Contractors. 
DCID No. 1/7. Mot 1976. 

DoD Human Eesource Intelligence Collection Implementation 
Plan. 1966. 

Data Standardization for the Intelligence Comm unity, DCID No. 
1/5. May 1976. 

Defector Program, The, NSCID No. 4. February li)72. 

Defector Program Abroad, The, DCID No. 4/2. Mt y 1976. 

Defense Intelligence Collection Eequirements Mji' ual, DIA. Janu- 
ary 1975. 

Defense Special Security Communications Systeifl (DSSCS) Oi^er- 
ating Instructions System/Data Procedures. NSA. I October 1975. 

Definitions of Search and Analysis Terms, Append ix D to “Selected 
Electronic Emitters for Target Countries,” June 1 96l . 

Department of the Army Supplement to DoD 520{ l-E. Army Eecr- 
ulation 38-05. July 1974. 

Dictionary of Military and Associated Terms. JGF Pub. 1. Septem- 
ber 1974. 

Dictionary of Telecommunications. 1970. 

Dictionary of United States Army Terms. Array Regulation 310- 
25. June 1972. 

Domestic Exploitation Program. Army Eegulati m 381-15. July 
1974. 

Electronic Security. Army Eegulation 530-3. June 1 >71. 

Electronic Warfare. Army Eegulation 105-87. August 1976. 
ELINT Operating Policy. USSlD 40. October 197§ . 

ELINT Collection Analysis Guide, National Cr*. otologic School. 
1965. 

EnGmj Prisoners of War, Civilian Internees, and Gained Persons. 
Army Field Manual 19-40. February 1976. 

Engi^r Intelligence. Army Field Manual 5-30, /September 1967. 
Final Eejmrt of the Select Committee to Study Govti nmental Opera- 
tions with Eespect to Intelligence Activities, United States Senate, 
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Together with Additional Supplemental and Separate Views. April 

^^I^reign Intelligence Production, NSCID No. ^ February 1972. 
Glossary of Basic TA Terminology, National Cryptologic School. 

^^Glossarv of Communications-Electronics Terms. December 1974. 

Glossary of Communications Security and Emanations Security 
Terms. U.S. Communications and Security Board. October 

Glossary for Computer Systems Security, National Bureau of Stand- 
ards. February 1976. , Cl X 1 , 

Glossary of Machine Processing Tems September 1964 
Handling of Critical Information, DCID No. 7/1. MfW 1976 
House Resolution 658. (Establishes House Permanent Select Com- 
mittee on Intelligence). November 1977. . . 

IDFIS Glossary of Common Acronyms, Codes, AbbreyiatiOTS, and 
Terms Used in Dept, of Defense Intelligence Data Handling Systems 
(IDHS) Documents. 1970. 

Information Security Regulation. DoD 52TO.1-R. , a 

Intelligence Collection Operations. Army Field Manual 30-18. No- 

VGixibd* 19^3 

Intelligence Cover and Operational Support Activities. Army Regu- 
lation 381-102. November 1973.^ T- U Hf 1 QO iQ7q 

Intelligence Interrogation. Army Field MaJiual 30-15. June 1973. 
Intelligence Support. Army Regulation 381-19, March 1977. 
Limitations and Procedures in Signals Intelligence Operations of 

theUSSS.USSID18.Mayl976._ . x • * ir r.A 

List of Terminology Used in Foreign Counterintelligence and 

Counterespionage Investigations. December 1973. 

Meteorological Support for the U.S. Army. Army Regulation 115- 

10. June 1970. . , » ■!->• u h/t i 

Military Geographic Intelligence (Terrain). Army Field Manual 

30-10. March 1972. , t> a 

Military Intelligence Officer Excepted Career Program. Army Regu- 
lation 614^115. January 1975. _ t-. i , ,r i on o 

Military Intelligence Organizations. Army Field Manual 30-9. Ucto- 

^^Modern Data Communications Concepts, Language and Media. Wm. 

P. Davenport, Hayden Book Co., Inc. 1971. -v-wn 

National Foreign Intelligence Plan for Human Resources. NhlB 

D/27.7/5. 1977. „ . . , „ 

NATO Glossary of Terras and Definitions for Military Use 

(AAP-6) 

National SIGINT Requirements System Handbook. DMembcr 1976. 
Naval Intelligence System Architectural Management Plan for 1978 

(NISAM-78) (Draft). . x 

Offensive Cl Operations (OFCO). Army Regulation 381-47. April 

1976. „ ^ 

Operations. Army Field Manual 100—5. July 1976. 

Operations Security. Army Regulation 530-1. May 1976. 

Physical Security. Army Field Manual 19-30. November 1977. 

Point Weather Warning Dissemination. Army Regulation 115-1. 
February 1975. 

Security Committee, DCID No. 1/11. May 1976. 


Approved For Release 2004/03/25 : CIA-RDP81 M00980R003000090048-8 



Approved For Release 20041031252 CIA-RDP81M00980R003000090048-8 

Security, Use and Dissemination of Communical tons Intelligence 
The. Army Regulation 380-35. March 1973. & ^ 

Security, Use and Dissemination of Communications Intellieence 
The DoD Directive S-5200.17 (M-2). ’ 

Security, Use and Dissemination of Communications Tntelliffence 
The. USAFINTEL 201-1. inceiiigence. 

Senate Resolution 400. (Establishes the Senate Sell ct Committee on 
Intelligence), June 1977. 

SIGINT Security, NSA. USSID 3. August 1972. 

Signals Intelligence, NSCID No. 6. February 1972. 

Signal Intelligence (SIGINT). Army Field Manii il 30-21. August 

Xt/tO, 

Signals Intelligence. DoD Directive S-3116.7. 

SIGSEC Techniques. Army Manual 32-6. Februam' 1977. 

Soviet Naval Threat Circa 2000, The. August 1976 

Special Security Officer System, The. Army l^gulation 380-28. 

(jctober 1971. 

Statement of Intelligence Interest. DoD Docum^. No. 05990. 
Surveillance, Target Acquisition and Night Observ:> tion tSTANOl 
Operations. Army Field Manual 31-100. May 1971. ^ 

Technical Intelligence. Anny Fied Manual 30-16. \ugust 1972 
Title Classified. DoD Directive TS-500.12 (M-1 1 

Title Classified (USAFINTEL 201-4). 

States Air Force Dictionary, AVoodfoi,! Agee Heflin 

1 Institute, Air University Press, Maxwell 

Air Force Base, Alabama 1956. AViciAweii 

Jariuarv^l978^*^ Intelligence Activities. Executive Older No. 12036. 

Il5f ■ Glossary of Standardized Terms. (Air Force Manual 
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